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Introduction

In the shadows of themodern battlefield, where asymmetry and unpredictability reign,
communication is not just a tool; it’s a weapon. “Baofeng Radio Guerrilla Tactics”
emerges as an indispensable guide, meticulously crafted to turn the tide in the
underdog’s favor. This book is a testament to the power of guerrilla communication
strategies, leveraging the affordability, versatility, and reliability of Baofeng radios
to conduct operations that baffle and outmaneuver vastly superior forces. Guerrilla
warfare has long been the refuge of those who, by conventional standards, are
outmatched and outnumbered. In these battles, the element of surprise, the ability to
strike swiftly and vanish into the ether, are paramount. Communication, therefore,
becomes the guerrilla fighter’s lifeline, enabling coordination, intelligence gathering,
and the dissemination of orders with stealth and precision. Enter the Baofeng radio: a
compact, rugged, and cost-effective tool that, when wielded with expertise, becomes
a formidable ally. Our journey begins with an overview of Baofeng radios, dissecting



their role in guerrilla warfare and setting the stage for the transformative tactics to
follow. From model selection tailored to the rigors of field operations, to strategic
deployment of repeater systems, each chapter builds on the last, equipping the reader
with the knowledge to master the art of radio-based guerrilla tactics. Security is a
cornerstone of successful guerrilla operations. Thus, we delve deep into
communication security and encryption, outlining methods to shield transmissions
from enemy eyes and ears. The stealth use of Baofeng radios in hostile environments is
explored, highlighting the techniques that ensure messages travel unseen and unheard
by adversaries.

The heart of guerrilla warfare is its tactics. This guide lays out the blueprint for
establishing covert communication networks, orchestrating guerrilla operations with
Baofeng radios at the helm, and harnessing the power of intelligence gathering. These
strategies are not merely theoretical; they are battle-tested, derived from real-world
applications and case studies that span historical and contemporary conflicts.
Optimizing antenna use is critical in extending the reach and efficacy of radio
communications, particularly in challenging environments like dense jungles or open
seas. We guide the reader through selecting, placing, and modifying antennas to
enhance signal strength and avoid detection or interference, including in maritime
operations aimed at countering piracy.

Traffic handling and reporting are vital in maintaining the flow of critical information.
This book introduces a standardized approach to managing radio traffic, ensuring that
every transmission contributes to the coordination and execution of guerrilla actions.
The culmination of these tactics and strategies is found in the development of a
communication maturity model for guerrilla operations, pushing the reader to assess
and enhance their capabilities systematically. Furthermore, simulation scenarios for
battlefield communication planning offer a sandbox to test and refine these strategies,
preparing guerrilla fighters for the unpredictability of real-world engagements.

“Baofeng Radio Guerrilla Tactics “ transcends the boundaries of a typical manual to
stand as a testament to the ingenuity of asymmetric warfare. This work is not merely
a guide on the technical setup of Baofeng radios or a broad survival manual—that
terrain is expertly covered by Zeph Guerero in another publication “The Baofeng
Radio Survival Guide”. Instead, this text is laser-focused on the tactical execution of
guerrilla operations, drawing heavily on the rich tapestry of experiences and lessons
from Zeph Guerrero’s encounters. It delves into the strategic use of Baofeng radios
within the unique context of guerrilla warfare, offering not just technical advice but a
comprehensive strategy for utilizing this simple yet potent technology to orchestrate
complex operations. Unlike general guides, this book zeroes in on the tactical nuances
and operational examples that illuminate the path for guerrillas to exploit the
capabilities of Baofeng radios fully. It navigates through the art of leveraging this
accessible technology to enhance communication, coordination, and ultimately, the
effectiveness of guerrilla actions against conventionally superior forces. This focus
ensures that the reader gains insights into practical, real-world applications, drawing
from Zeph Guerrero’s wealth of experience in asymmetric combat scenarios.

The core of the book is built around the premise that, with the right knowledge and
creative tactics, even the most basic tools can be transformed into powerful weapons



on the modern battlefield. It encourages the reader to think beyond the conventional
uses of communication devices, exploring how Baofeng radios can be integrated into
a broader strategy of deception, mobility, and surprise. Through detailed examples
and operational tips, it illustrates how these radios can become an essential element
of guerrilla tactics, enabling small units to operate with a level of coordination and
efficiency that belies their size.

In essence, “Baofeng Radio Guerrilla Tactics” is not just about a piece of hardware;
it is about fostering a mindset of innovation, adaptability, and tactical cunning. It is a
guide for the guerrilla fighter who seeks to level the playing field, using wit and will
to navigate the complexities of the modern battlefield. This book is a call to arms for
the asymmetric warrior, offering a roadmap to mastering the art of guerrilla warfare
through the intelligent application of Baofeng radios, as inspired by the experiences
and insights of Zeph Guerrero.

Understanding the Role of Communication in
Guerrilla Warfare

Understanding the role of communication in guerrilla warfare transcends the basic
concept of transmitting messages from one point to another. In the dense jungles of
modern conflict, where the conventional lines of battle blur into the shadows,
communication becomes the very soul of guerrilla operations. It’s a catalyst for
cohesion, an instrument of deception, and a tool for surviv al. The adaptability and
resourcefulness of guerrilla fighters hinge significantly on their ability to
communicate effectively, often leveraging simple, accessible technologies like
Baofeng radios to orchestrate complex strategies against more technologically
advanced foes.

Guerrilla warfare, by its nature, relies on hit-and-run tactics, ambushes, and the
element of surprise. These strategies demand a seamless flow of information among
dispersed units, often operating in harsh, remote environments. The terrain, whether
jungle, mountain, or urban labyrinth, poses unique challenges to communication,
making traditional methods unreliable or infeasible. Here, the Baofeng radio emerges
as an unsung hero—a lifeline that binds the guerrilla fighters into a coherent,
formidable force.

The role of communication in this asymmetric warfare extends beyond mere tactical
coordination. It serves as a psychological weapon, spreading disinformation to
confuse and demoralize the enemy, while bolstering the morale of guerrilla forces
with news of victories and support. In the silence of the jungle, where every sound
carries weight, the crackle of a radio breaks the isolation, conveying messages of
hope, solidarity, and resilience.

In essence, the role of communication in guerrilla warfare is multifaceted. It facilitates
the command and control of dispersed units, enhances situational awareness, enables
psychological operations, and ensures the survival and resilience of guerrilla forces.
The Baofeng radio, in this context, is more than just a piece of equipment; it is a



symbol of the guerrilla fighter’s ingenuity, adaptability, and indomitable spirit. In
the hands of those who know how to wield it, communication becomes a weapon as
potent as any firearm, shaping the outcome of conflicts in the shadows. This analysis
delineates the three cardinal roles of communication—clandestine/strategic, tactical,
and sustainment—each serving a distinct yet interrelated function in the orchestration
of military endeavors.

Clandestine/Strategic Communication

At the heart of any prolonged conflict or resistance movement lies the art of
clandestine or strategic communication. This form of communication serves as the
backbone for covert operations, intelligence gathering, and the dissemination of
propaganda. In the shadowy corridors of guerrilla warfare, the ability to convey
messages securely and discreetly can determine the success of a campaign even before
it begins.

Clandestine communication is characterized by its emphasis on encryption, non-
detection, and the strategic dissemination of information to influence public opinion
or demoralize the enemy. It involves the use of coded messages, secure radio
frequencies, and encrypted digital communication to ensure that operational plans
remain hidden from enemy surveillance. For guerrilla fighters, strategic
communication is not just about securing lines of communication but also about
maintaining the element of surprise, a crucial advantage against a conventionally
superior foe.

Tactical Communication

While strategic communication lays the groundwork for operations, tactical
communication is the lifeline of active engagements. It is the real-time exchange of
information among units on the battlefield, facilitating immediate decision-making
and coordination. Tactical communication must be swift, reliable, and clear to
effectively command forces during the heat of battle. In this context, devices such as
Baofeng radios become invaluable tools, offering a blend of versatility and reliability
for on-the-ground communication. The tactical role of communication encompasses
the coordination of movements, the relaying of reconnaissance information, and the
issuance of commands during engagements. Effective tactical communication ensures
that units can maneuver, regroup, or withdraw with precision, significantly enhancing
their operational effectiveness and survivability.

Sustainment Communication

Sustainment communication is crucial not just for military operations but also in
scenarios where traditional communication infrastructures are compromised, such as
during natural disasters or in remote areas. This form of communication is
indispensable for coordinating logistical support, ensuring the delivery ofmedical aid,
and maintaining the overall well-being of those involved in or affected by such crises.
The disruption or complete failure of standard communication channels, like phone



networks, in these situations elevates the importance of sustainment communication,
as it becomes a lifeline for conveying needs and orchestrating vital resupply efforts.
In the throes of natural disasters or similar emergencies, sustainment communication
becomes the backbone of survival and recovery efforts. It facilitates the efficient
distribution of resources, from food and water to emergency medical supplies,
ensuring that aid reaches those in dire need promptly. The ability to communicate
effectively in these circumstances can dramatically impact the outcome of relief
operations, preventing the situation from deteriorating further and helping to sustain
morale among both rescuers and those being rescued. Beyond its logistical utility,
sustainment communication plays a pivotal role in upholding morale during times of
crisis. It enables the sharing of inspirational messages and critical updates, providing
a much-needed sense of hope and direction amidst uncertainty. Moreover, it offers
channels for individuals to connect with their families and communities, fostering a
sense of connection and support that is essential for mental and emotional resilience.

This type of communication becomes all the more vital when conventional means
like phones are unusable, pushing organizations and individuals to rely on alternative
methods, such as satellite communications or radio systems, to stay connected. The
adaptability and reliability of these alternative channels ensure that, even in the
absence of regular telecommunications, essential com munication can continue
unimpeded, facilitating effective response efforts and keeping the spirit of unity and
determination alive in challenging circumstances.

Integrating the Roles – EDGE Communication

The integration of clandestine/strategic, tactical, and sustainment communication
forms a comprehensive communication strategy that addresses the multifaceted needs
of military operations. Each role complements the others, creating a cohesive system
that enhances the effectiveness of military forces. From securing the element of
surprise with strategic communication to ensuring the well-being of troops through
sustainment efforts, the seamless integration of these roles empowers military units
to operate with enhanced cohesion, agility, and resilience.

The roles of communication in military operations are as diverse as they are critical.
The strategic planning of clandestine operations, the real-time coordination of tactical
engagements, and the logistical and moral support provided by sustainment
communication are all essential components of a successful military strategy. As
technology evolves and the nature of conflict shifts, so too will the methods and
importance of these communication roles, continuously shaping the outcomes of
military endeavors on the modern battlefield.



The Basics of Baofeng Radio
Operations

This Chapter serves as the gateway for both novices and seasoned operatives to
understand, operate, and maximize the utility of these versatile communication tools
in unconventional combat scenarios. As the cornerstone of guerrilla communication
networks, mastering Baofeng radios is indispensable for achieving strategic
advantages over adversaries in a variety of operational environments. The chapter
begins by navigating through the initial steps of model selection, guiding readers in
choosing the Baofeng radio that best suits their specific needs for field operations.
With an array of models available, each offering a unique blend of features, power,
and range, the decision-making process is critical. This section aims to demystify the



options, focusing on models that have proven their worth in the rigors of guerrilla
warfare, highlighting their operational strengths and potential limitations.

Following model selection, readers are led through the essential setup and
configuration processes. These initial steps are crucial for ensuring that the radios are
battle-ready and tailored to the specific frequencies and channels crucial for guerrilla
communication.

Battery management, a critical aspect often overlooked in the heat of operations,
receives special attention. The longevity and reliability of Baofeng radios in the field
are heavily dependent on power management strategies. This section provides
invaluable insights into maximizing battery life during extended missions, discussing
techniques such as power-saving modes, optimal charging practices, and the use of
alternative power sources.

The chapter is designed to equip guerrilla fighters with the knowledge and skills
necessary to turn a simple communication device into a powerful tactical asset. By
understanding the core functionalities, operational settings, and maintenance
practices, operatives can ensure that their Baofeng radios serve as reliable lifelines and
strategic tools in the unpredictable arenas of guerrilla warfare. With this foundational
knowledge, readers will be prepared to delve deeper into the advanced tactics,
encryption techniques, and innovative uses of Baofeng radios that are explored in
subsequent chapters of the book.

Model Selection for Field Operations

The choice of communication tools can significantly influence the success of field
operations. The Baofeng radio, with its affordability, versatility, and reliability, has
emerged as a favored instrument for guerrillas worldwide. However, the effectiveness
of these radios can vary greatly depending on the model selected, as well as the terrain
and weather conditions encountered. This section delves into the basics of Baofeng
radio operations, with a focus on model selection tailored to the unique demands of
field operations.

Model Selection for Field Operations

The Baofeng brand offers a plethora of models, each with its distinct features and
functionalities. For guerrilla units operating in challenging environments, selecting
the right model involves balancing various factors, including frequency range, battery
life, durability, and the ability to withstand environmental extremities. Among the
plethora of options, models like the UV-5R, BF-F8HP, and UV-82 stand out for their
operational reliability.

First of all general considerations about Baofeng Radio:



Advantages of Baofeng Radios

1.Affordability: One of the most compelling advantages of Baofeng radios is their
cost-effectiveness. Guerrilla units often operate with limited financial resources, and
the ability to equip a large number of operatives with these radios without significant
financial strain is a considerable advantage.

2.Dual-Band Functionality: Models such as the UV-5R offer dual-band functionality
(VHF/UHF), allowing operatives to communicate over both short and long distances,
enhancing tactical flexibility and the ability to adapt to changing operational
requirements.

3.Ease of Use and Programming: Baofeng radios are renowned for their user-friendly
interface and the ease with which they can be programmed, even in field conditions.
This allows for quick frequency adjustments and the use of multiple channels, critical
in coordinating complex guerrilla operations.

4.Wide Range of Accessories: The availability of a broad spectrum of compatible
accessories, from high-gain antennas to extended batteries, enables operatives to
customize their radios according to mission specifics, further augmenting their field
utility.

Disadvantages and Considerations

1.Durability Concerns: While certain models like the UV-82HP boast enhanced
durability, the overall build quality of Baofeng radios may not match that of more
expensive counterparts. In rugged terrain or under harsh usage conditions, the risk of
operational failure, though minimal, must be acknowledged.

2.Battery Life Variability: Battery performance can be a limitation, particularly
during extended operations without access to charging facilities. Although extended
batteries are available, the added weight and cost must be considered.

3.Complex Terrain Challenges: In densely wooded or urban areas, signal penetration
can be a concern. High-gain antennas can mitigate this issue to some extent, but the
natural and built environment can still significantly impact communication
effectiveness.

4.Weather Susceptibility: Not all Baofengmodels are waterproof or weather-resistant.
Operations in rainy or humid conditions necessitate additional protective measures,
such as waterproof bags or cases, potentially compromising ease of access and rapid
communication.



Terrain and Weather Conditions

The choice of a Baofeng model for field operations must also take into account the
specific terrain and weather conditions anticipated during the operation.

1.Mountainous Terrain: In areas with significant elevation changes, models with high
power output and the ability to connect to external high-gain antennas, like the BF-
F8HP, can ensure more reliable communication over longer distances and through
obstacles.

2.Dense Forests: Dense foliage can absorb radio signals, necessitating radios with
superior signal penetration capabilities. Models equippedwith customizable firmware
that can enhance signal clarity, coupled with directional antennas, can offer
advantages in such environments.

3.Urban Environments: The complex RF environment of urban areas, filled with
interference from various electronic devices, requires radios with robust filtering
capabilities and the flexibility to quickly switch frequencies to avoid congestion.

4.Wet and Humid Conditions: For operations in areas prone to heavy rain, maritime
or high humidity, selecting models with enhanced waterproof ratings or utilizing
additional protective gear to safeguard the radios is crucial to maintaining operational
communication lines.

So the selection of a Baofeng radio model for guerrilla field operations is a critical
decision that requires careful consideration of both the advantages and potential
drawbacks. The model chosen must align with the operational goals, the
environmental challenges of the terrain, and the anticipated weather conditions to
ensure effective, reliable communication. By meticulously weighing these factors,
guerrilla units can significantly enhance their tactical communication capabilities,
ensuring that they remain connected and coordinated, regardless of the adversities
faced in the field.

BaofengModel List inModernWarfare: Characteristics andApplications

Among the array of Baofeng models, certain variants stand out for their enhanced
features and suitability for tactical operations:

1. UV-5R: Renowned for its balance between cost and functionality, the UV-5R
model has become synonymous with guerrilla operations. Its robust build, dual-band
capability, and ease of programming make it a reliable choice for field
communication.

2. BF-F8HP: An upgrade to the UV-5R, this model boasts increased power output,
extending its communication range. Its compatibility with extensive accessories and
improved battery life makes it ideal for extended missions.



3. UV-82HP: Featuring dual PTT buttons for ease of communication across two
channels, the UV-82HP model caters to the dynamic needs of guerrilla warfare,
allowing for swift switching between communication channels.

4. GT-3TP Mark-III: Designed with tactical operations in mind, this model offers
enhanced power and a rugged exterior, providing reliable performance in challenging
environments.

5. UV-9R Plus: This waterproof model ensures uninterrupted communication in
adverse weather conditions, making it invaluable for operations in varied terrains.

Each of thesemodels brings distinct advantages to the table, enabling guerrilla fighters
to choose a radio that best fits their operational context. The integration of Baofeng
radios into modern warfare underscores a strategic shift towards leveraging cost-
effective, highly adaptable communication tools to outmaneuver more
technologically equipped adversaries. In the hands of skilled operators, these radios
transform into vital assets, orchestrating the complex dance of guerrilla tactics with
precision and reliability.

Quick & Essential: Initial Setup and Configuration

Programming your Baofeng is essential to tailor its functionality to your specific
needs, encompassing frequencies, channels, and various settings. This “Quick &
Essential” guide simplifies programming the manually using its front panel, step by
step – If you require more detailed information, consider exploring Zeph Guerrero’s
book “Baofeng Radio Survival Guide”, which delves deeper into the technical aspects
of the subject. This resource can provide you with an in-depth understanding and
additional expertise -

Required Equipment

• Baofeng radio
• A list of frequencies and settings for programming

Entering Programming Mode

1.Switch off the radio.

2.While turning the radio on, simultaneously press and hold the leftmost () key.

3.Once “GMT” appears on the display, the programming mode is activated.

Menu Navigation

Navigate through menus using the up/down arrows and select sub-menus or alter
settings with left/right arrows. Confirm your selections with the PTT button.

Channel Programming Basics



1.To set up channels, navigate to “Channel Setup” and press PTT.

2.Choose an empty channel with the arrows, then press PTT to enter edit mode
indicated by “MR” flashing.

3.Enter the desired frequency using arrows (include the decimal for MHz).

4.Save the frequency by pressing PTT, exiting to the previous menu.

Assigning Channel Names

1.Highlight a programmed channel.

2.Activate edit mode with PTT; “MR” and the initial letter will flash.

3.Enter a channel name (up to 8 characters) using the arrows.

4.Press PTT to save the name.

Grouping Channels

1.In “Group Setup,” press PTT.

2.Select an empty group with arrows, then press PTT; “GP” will flash.

3.Assign channels to the group using arrows.

4.Save your group settings with PTT.

Customizing Further Settings

Follow the same process for additional customizations under various menus to suit
your operational needs.

Completing Programming

1.Once all settings are configured, select “Programming Complete.”

2.Confirm by pressing PTT and “Complete” to save changes.

3.Turn off the radio to exit programming mode.

Utilize the cloning feature to copy settings across radios, ensuring field
synchronization without starting from scratch. Acquaint yourself with the new
settings, practicing channel selection and name-based navigation for field readiness.

For any programming discrepancies, verify all inputs against your reference sheet.
Persistent issuesmay require a factory reset followed by a fresh programming attempt.

Programming Using CHIRP Software



For a streamlined approach, CHIRP software offers a user-friendly interface for
programming your radio via a computer.

Required Equipment

• Baofeng radio
• A USB data cable
• A computer with CHIRP software and the necessary programming file

Software Installation

1.Download the latest CHIRP version from www.chirp.danplanet.com.

2.Follow the installer prompts to complete the setup.

3.Install any required drivers for additional radio models.

Radio Connection

1.Connect the USB data cable to the switched-off radio.

2.CHIRP should auto-detect the radio once connected.

3.Manually install drivers if the radio is not automatically detected.

Creating and Programming Files

1.In CHIRP, create a new file by selecting “File” then “New.”

2.Enter and save frequencies in the “Memory” tab.

3.Assign channel names and configure advanced settings as needed.

4.Transfer the new configuration to the radio using the “Write” button.

CHIRP facilitates the management of saved files, allowing for edits and updates.
Documentation of programmed settings can be printed directly from CHIRP for
reference. For multiple radios, clone the configurations to streamline setup across
units.

Optimization Tips

• Regularly update drivers and firmware.
• Opt for a high-quality USB data cable.
• Verify all input values before programming.
• If detection issues arise, try different cables or ports, and consult CHIRP forums
for assistance.

Advanced Customization



Adjustments to power levels, frequency steps, and display settings can be made
directly on the radio for tailored operation. Experiment with these settings to optimize
your radio’s performance according to your specific environmental conditions and
mission requirements.

Frequencies Overview

These handheld transceivers are capable of operating across a wide range of
frequencies, making them exceptionally useful in diverse operational scenarios.
Understanding these frequency ranges and their applications can greatly enhance the
effectiveness of using Baofeng radios in both civilian and military contexts.

Receive Only Frequencies

Baofeng radios, such as the popular UV-5R model, are equipped with the ability to
receive a variety of frequencies outside the standard amateur radio bands. These
“receive only” frequencies include commercial FM radio broadcasts, usually ranging
from 65 MHz to 108 MHz, which can be essential for staying informed during
emergencies when traditional media outlets might be the only sources of important
updates and information. In military operations, the ability to monitor various
frequencies without transmitting can provide critical intelligence. For example,
monitoring local emergency services or other operational communications can
provide real-time situational awareness without revealing the military unit’s position
or readiness, maintaining operational security.

Very High Frequencies (VHF)

VHF spans from 30 MHz to 300 MHz. Baofeng radios typically cover the upper part
of this range, from about 136 MHz to 174 MHz. This segment is highly valued for
its ability to propagate over long distances under ideal conditions and its penetration
through terrestrial obstacles like trees and buildings, albeit not as efficiently as lower
frequencies.

For military operations, the VHF band is crucial due to its effective range and clarity.
It’s particularly useful in rural or semi-urban environments where operations may be
spread over large areas with varying terrain. The reliable penetration of VHF allows
for communication between ground troops and their command units, providing a
consistent line of communication crucial for coordination and command control.

Ultra High Frequencies (UHF)

UHF covers frequencies from 300 MHz to 3 GHz. Baofeng radios such as the UV-
5R handle frequencies typically from 400 MHz to 520 MHz. The main advantage of
UHF is its excellent penetration of urban environments, where buildings and other
structures can impede VHF signals. UHF wavelengths are shorter and therefore better



at navigating through dense environments, making them ideal for use in cities or
heavily structured areas.

Inmilitary contexts, UHF is indispensable for urbanwarfare where operations involve
close quarters and require communication across complex urban terrains. The ability
to communicate effectively through dense structures without the signal degradation
common to VHF bands makes UHF indispensable. Military units operating in urban
settings rely on UHF for clear, reliable communications that are less likely to be
intercepted or jammed by opposing forces.

Applications and Regulatory Considerations

While Baofeng radios are capable of operating across these diverse frequencies, users,
particularly in military scenarios, must navigate the regulatory landscape carefully.
Military operations often use encrypted channels and frequencies that are designated
for tactical use to avoid interference with civilian channels and ensure operational
security.

In the United States, for example, the Federal Communications Commission (FCC)
regulates these bands to prevent interference between different types of
communication services and ensures that only authorized users operate in specific
frequency ranges. For military use, specific frequencies are allocated that are not
accessible to the public, ensuring secure and interference-free communication.



Tactical Communication Strategies

Tactical communication plays a pivotal role in ensuring coordinated and effective
military operations. Baofeng radios, known for their affordability and versatility, have
emerged as a vital tool in enhancing communication strategies on the battlefield. This
adaptability is particularly beneficial in dynamic combat situations where
communication requirements can shift rapidly due to changing battlefield conditions
or tactical necessities.

Versatility and Reliability of Baofeng Radios

Baofeng radios are highly regarded in military applications for their dual-band
functionality, which accommodates both VHF and UHF frequencies. This feature
enables the radios to perform optimally across different terrains and environments. In
open or rural settings, VHF is preferred due to its ability to propagate longer distances,



while UHF frequencies are more effective in urban scenarios where their shorter
waves can penetrate complex urban structures. This flexibility ensures that military
units can maintain clear and reliable communication lines regardless of their
operational context.

Rapid Deployment and Frequency Agility

A key tactical advantage of Baofeng radios lies in their rapid deployment capability
and frequency agility. These radios can be swiftly programmed and reprogrammed
to utilize new frequencies as operational scenarios evolve. This agility is crucial for
operations in hostile environments where the threat of electronic warfare tactics such
as jamming and interception by enemy forces is significant. The ability to quickly
switch frequencies helps maintain the security and secrecy of communications,
protecting the integrity of military maneuvers and strategic plans.

Interoperability and Multi-agency Coordination

Complex military operations often involve coordination between multiple branches
of the armed forces or integration with coalition partners. Baofeng radios, with their
broad frequency range and ease of programming, enable seamless communication
across different units and allied forces. This interoperability is essential for conducting
joint operations effectively, allowing diverse military units to share intelligence,
coordinate movements, and execute combined tactics smoothly and efficiently.

Use in Reconnaissance and Forward Observation

For reconnaissance missions and operations involving forward observation posts, the
compact and lightweight design of Baofeng radios makes them an excellent choice
for soldiers on the move. These missions require equipment that not only supports
mobility but also provides the capability to monitor multiple channels and switch
between them rapidly to gather and relay intelligence. The radios’ functionality in
these scenarios is critical, as it enables the forward units to stay con nected with their
command centers, providing timely and accurate information that is vital for the
immediate adjustment of tactical decisions in response to developing threats or
opportunities on the ground.

Communication Planning

Effective communication is critical for any military operation to be successful.
However, communication cannot simply be left to chance - it requires careful
planning. This chapter will explore why developing a plan for communication is so
important when, in the operational process, planning should take place and how to
construct an effective communication plan. With a well-thought-out plan,
commanders can ensure their forces have the right information at the right time to
accomplish the mission.



Why Plan Communication?

There are several compelling reasons why taking the time to plan out communication
is essential for military operations. First, communication enables command and
control. Senior leaders must be able to provide strategic direction, issue orders, and
adjust the plan as needed based on the evolving situation. Second, coordination
between different units and supporting arms requires clear communication. Whether
it’s synchronized movements, artillery and air support, medical evacuation, or
resupply, units must seamlessly pass information back and forth to work as a cohesive,
combined arms team. Third, situational awareness relies upon routine status reports
from units in the field. Leadership needs updated knowledge of unit positions,
casualties, supplies, and other operational details to maintain an accurate, common
operating picture. Fourth, unexpected developments often arise that demand rapid
communication of new instructions. Fifth, operating across various levels of the chain
of command introduces complexity if procedures are not standardized. In every case,
a methodical plan laying the groundwork in advance serves as the foundation for
effective information exchange throughout the operation. Communication does not
succeed by chance alone.

When to Plan Communication

The optimal time to design a comprehensive communication framework is during
the planning process for an operation or campaign, well before execution. It is most
strategic to consider connectivity concurrently with other mission-related details.
During initial concept development, leaders identify overall objectives and concepts
of operation. This stage sets the tone for information flows required to enable various
components. As mission analysis and course of action development unfold, specific
tasks and responsibilities emerge, along with the projected oper ational environment
and potential frictions. These factors illuminate communication mediums and
capacities demanded.

Staff planning assigns units to roles, designates assembly areas and objectives, and
maps out logistics - all impacting coordination issues to address with connectivity
solutions. Orders development, finalizes execution timelines, and specifies
subordinate missions. Communication schedules and connectivity resources needed
to accomplish sequential steps come into focus. Pre-operation rehearsals allow
revising, testing, and confirming communication tactics, techniques, and procedures
well in advance of D-Day. Surprises and unexpected demands are minimized.

How to Plan Communication

With an awareness of why and when plan, attention turns to how to develop a
comprehensive, detailed communication scheme. Several key factors must be
considered:

• Objectives: Define precise purposes like command/control, coordination,
reports, and contingency needs.



• Organization: Assign specific nodes, specialties, equipment, and infrastructure
roles to clearly delineated communication staff sections.

• Technology: Designate primary and backup platforms considering
transmission types/frequencies, encryption, transmission security, and
interoperability.

• Protocols: Standard operating procedures and detailed message formatting
establish coordination, discipline, and replication.

• Contingencies: Develop alternative connectivity solutions and readiness testing
for degraded/denied scenarios.

• Multinational: Anticipate procedures to synchronize with allied
communication systems.

• Change management: Account for adjustments necessitated by staff rotations,
equipment failures, or modified operations.

• Training: Schedule leader familiarization and competency rehearsals to
validate proficiency.

COMSEC (Communications Security): Overview
and Importance

Communications Security (COMSEC) encompasses the measures and controls taken
to deny unauthorized individuals access to telecommunications and to ensure the
authenticity of such communications. COMSEC is critical in military, government,
and corporate environments to protect the confidentiality, integrity, and availability
of information transmitted electronically.

Key Components of COMSEC

1.Cryptographic Security: This involves the use of cryptography to encode messages
so that only those with the correct decryption key can access the information.
Cryptography helps protect data in transit, preventing interception and unauthorized
access to sensitive communications.

2.Transmission Security (TRANSEC): TRANSEC measures are used to protect the
transmission from interception and exploitation. This includes frequency hopping and
spread spectrum technology which makes it difficult for eavesdroppers to intercept
or disrupt the signal.

3.Emission Security (EMSEC): EMSEC, also known as TEMPEST, involves
measures taken to prevent information from being intercepted through
electromagnetic emanations from telecom equipment. This includes shielding rooms
and equipment to prevent leakage of electronic signals that could be remotely
monitored.

4.Physical Security: Protecting physical COMSECmaterials and devices from access,
damage, or interference. This includes secure storage of cryptographic keys, devices,
and related hardware that are used in the communication process.



5.Traffic-flow Security: Measures to conceal the presence and properties of valid
messages on a network. This involves making communication patterns less detectable
to interceptors, thereby masking the amount of traffic and the identities of
communicating parties.

Importance of COMSEC

• Preventing Data Breaches: Effective COMSEC practices prevent unauthorized
access to confidential communications, reducing the risk of espionage, data
breaches, and information warfare.

• Maintaining Operational Integrity: Inmilitary and strategic contexts, COMSEC
ensures that commands and signals are not intercepted or tampered with, which
is crucial for maintaining operational security and effectiveness.

• Supporting Legal and Compliance Requirements: Many industries have
regulations requiring the protection of sensitive communications (e.g., GDPR,
HIPAA). COMSEC practices help organizations comply with these regulations
by securing communications against unauthorized access.

• Building Trust: Reliable COMSECmeasures build trust among communication
parties, assuring them that their conversations are private and their data is
protected.

Implementing COMSEC Measures

To implement effective COMSEC measures, organizations should:

• Conduct Risk Assessments: Understand the specific risks to communications
and design COMSEC measures tailored to mitigate these risks.

• Train Personnel: Educate all users on the importance of COMSEC and the
correct use of COMSEC devices and practices.

• Regularly Update Security Protocols: As technology evolves, so do themethods
used by adversaries to intercept communications. Regular updates to
cryptographic techniques and security protocols are necessary to stay ahead of
threats.

• Monitor and Audit: Continuously monitor communications for potential
security breaches and conduct regular audits to ensure that COMSECmeasures
are effective and being followed.

COMSEC is a fundamental aspect of modern communications, especially in
environments where confidentiality and data integrity are paramount. By
implementing comprehensive COMSEC measures, organizations can protect their
strategic communications from unauthorized access and manipulation, ensuring the
security and success of their operations.



SARNEG: Search and Rescue Numerical
Encryption Grid

The SARNEG is an encryption tool designed to authenticate and secure transmissions
during operations. SARNEG utilizes a simple grid-based encryption system to encode
and decode sensitive information, primarily geographical locations, ensuring that
communications remain confidential and accessible only to authorized personnel.

Key Functions and Features of SARNEG

1.Authentication of Transmissions: SARNEG provides a mechanism for verifying the
authenticity of communications between units. By using numerically encrypted grids,
the system confirms that messages are sent and received by authorized entities, thus
preventing unauthorized access and enhancing operational security.

2.Simple Encryption Method: The grid-based encryption is straightforward yet
effective. Each point or location in a operation is assigned a unique numerical code
based on its coordinates on a grid. This code is used in communications rather than
actual geographical data, safeguarding the specific details of the operation.

3.Rapid Encoding and Decoding: The simplicity of the grid system allows for quick
encoding and decoding, which is critical in operations where time is of the essence.
Personnel can swiftly translate the grid numbers back into real-world coordinates once
they are confirmed to be in a secure setting.

4.Enhanced Security: The numerical encryption grid minimizes the risk of
interception. Even if a transmission is intercepted, the numerical grid codes do not
reveal any meaningful information without the specific decryption key or grid
reference, which is held only by authorized personnel.

5.Interoperability: SARNEG’s standardized format can be used across various
agencies and units, facilitating seamless inter-agency communication during joint
operations. This interoperability is vital for coordinating large-scale or complex
efforts involving multiple organizations.

Importance in Operations

In field operations, where the precise locations of victims, hazards, or resources are
sensitive, SARNEG ensures that such information remains secure from external
threats and miscommunication. This encryption grid supports the integrity and
confidentiality of missions, allowing teams to operate effectively under secure
protocols. Moreover, SARNEG aids in maintaining operational continuity and
security, even in environments with high risks of espionage or eavesdropping.



Practical Application Example

Consider a SAR operation following a natural disaster in a remote area. The SAR
command center sends out coordinates for search teams to investigate potential
survivor locations:

• Without SARNEG: Coordinates are transmitted in standard geographic terms,
risking interception.

• With SARNEG: The same coordinates are converted into a series of encrypted
numerical codes based on the SARNEG grid system.

For instance, a location at “Latitude 34.0522, Longitude -118.2437”might be encoded
as “5793-8842.” teams equipped with the decryption grid can convert “5793-8842”
back to its original coordinates, guiding them to the exact location securely.

SOI: Signals Operating Instructions

Signals Operating Instructions (SOI) are crucial documents that provide
comprehensive guidelines on how to manage and conduct communications securely
and effectively within a unit. SOI includes detailed protocols on the use of radios,
call signs, encryption codes, frequency usage, and other communications-related
activities. Its primary purpose is to ensure that all members of a unit are synchronized
in their communication efforts, thereby enhancing operational security and efficiency.

SOI documents are meticulously tailored to meet the specific needs of each mission or
operation. They are designed to be highly adaptable, allowing for modifications based
on the operational environment, changes in enemy tactics, or the introduction of new
technology. This adaptability is vital in maintaining communication security, as it
helps prevent adversaries from deciphering patterns or intercepting sensitive
information.

Key components of an SOI include:

• Frequency Allocation: Assigns specific frequencies to be used for particular
purposes, ensuring that communications do not interfere with each other and
are less detectable by the enemy.

• Call Signs:Outlines the use of call signs to anonymize transmissions, changing
them frequently to prevent identification.

• Encryption Methods: Provides codes or encryption techniques to secure
communication, specifying how and when to change these to avoid
compromise.

•Maintenance Schedules: Establishes routines for checking and servicing
communication equipment to ensure it remains functional and secure.

Below is an example of a detailed Signal Operating Instructions (SOI) chart tailored
for a hypothetical military or tactical operation. This SOI chart includes
comprehensive communication details such as primary, alternate, and contingency



frequencies, emergency signals, call signs for various units, security codes, and
communication windows.

SOI Example

CATEGORY DESCRIPTION DETAILS

Primary Frequency
Main
communication
frequency

162.500 MHz

Alternate
Frequency

Backup if primary
is compromised 164.000 MHz

Contingency
Frequency

For specific
mission-related
urgent
communication

158.450 MHz

Emergency Signal
Used in case of
life-threatening
situations

Flare signal; Radio:
121.500 MHz

Call Signs Identifiers for
units/groups

TOC: Alpha Zero,
Element: Bravo One,
Support/Recovery:
Charlie Two

Challenge/Password Daily verification
code

Challenge: “Eagle”,
Response: “Nest”

Running Password
(Duress)

Signal under
duress or
compulsion

“Falcon”



CATEGORY DESCRIPTION DETAILS

Number
Combination

For encrypted
numeric
communication

Rotate daily; Example:
74632

SARNEG

Search and
Rescue
Numerical
Encryption Grid

Grid references updated
per operation zone

COMMO Window
Schedule

Designated
communication
times

0600, 1200, 1800 hrs
(local time)

Details and Explanations:

• Frequencies:

◾ Primary Frequency: Used for all routine communications unless
compromised.

◾ Alternate Frequency: Used when primary is non-functional or to avoid
congestion.

◾ Contingency Frequency: Reserved for urgent mission-critical
communications, ensuring clear lines during critical phases of
operations.

• Emergency Signal:

◾ In emergencies, use flare signals for visual location identification and the
dedicated emergency frequency for immediate distress communication.

• Call Signs:

◾ Specific identifiers assigned to the tactical operations center (TOC),
operational elements, and support/recovery teams to maintain
operational security and clarity in communication.

• Challenge/Password and Running Password (Duress):

◾ Standard security practice to verify identity with a challenge/response
system. The running password is used if an operator is under duress to



indicate compulsion subtly. The TOC switch immediately to contingency
frequency.

• Number Combination:

◾ A daily changing number combination used to encrypt numeric
messages, enhancing the security of sensitive numerical data transmitted
over open channels.

• SARNEG:

◾ A specific grid used for search and rescue operations, providing a coded
method to communicate location details securely and efficiently.

• COMMO Window Schedule:

◾ Pre-defined times when all units are expected to perform communication
checks and update status reports. These windows are critical for
maintaining the rhythm of the operation and ensuring all units are
synchronized.

In military operations, the effective use of SOI can be the difference between mission
success and failure. By standardizing communication practices, SOI helps units
maintain coherence in their operations, manage resources more efficiently, and
enhance the security of their operational details. The strategic implementation of SOI
is a fundamental aspect of modern military communications that supports
commanders and their units in achieving their objectives with precision and
discretion.

TOC: Tactical Operations Center

A Tactical Operations Center (TOC) is a crucial command post for military
operations, designed to provide commanders with the space and resources necessary
to monitor, plan, and direct operations. Essentially, a TOC serves as the nerve center
for tactical operations, where real-time information is received, processed, and
disseminated to ensure effective communication and decision-making throughout the
course of a mission.

Key Functions of a TOC

1.Command and Control: The primary function of a TOC is to provide a centralized
command and control hub. It allows senior leaders and their staff tomaintain oversight
over all aspects of an operation. This includes managing troops on the ground,
coordinating air support, and integrating logistics and communications.

2.Communication: TOCs are equipped with advanced communication systems,
including radios, computers, and other electronic equipment that enable secure and
continuous communication both within the military unit and with higher command



structures. This setup ensures that the TOC can function as an effective liaison point
for all participating elements of an operation.

3.Situation Monitoring: TOCs are responsible for the ongoing monitoring of the
operational environment. This involves the gathering and analysis of intelligence,
surveillance data, and reconnaissance reports. Displays and maps within the TOC
provide visual representations of the battlefield, allowing commanders to see troop
movements, identify threats, and assess the impact of the operation in real-time.

4.Planning and Execution: The TOC is where all planning sessions take place before
an operation is launched and where adjustments are made as the situation evolves.
This includes the development of battle plans, the issuing of orders, and the
preparation of contingency plans.

5.Logistics and Support: TOCs also manage logistical aspects of an operation,
ensuring that troops have the necessary supplies, equipment, and medical support.
This includes overseeing supply lines, managing reserves, and coordinating
evacuations or reinforcements as needed.

Structure and Layout

A TOC is typically structured to maximize efficiency and security. It often includes
several areas designated for specific functions, such as intelligence analysis, planning,
communications, and briefing areas. The layout is designed to facilitate easy access
to information and ensure that key personnel can quickly convene to make decisions.

Mobile and Fixed TOCs

TOCs can be both permanent and mobile. Fixed TOCs are established within secure
military bases and are used for prolonged operations or as command centers for larger
geographic areas. Mobile TOCs, on the other hand, are temporary setups designed to
move with advancing troops. They are often housed in tents, vehicles, or transportable
modules that can be quickly set up and dismantled as units move across the battlefield.

Importance in Modern Operations

In modern military operations, the effectiveness of a TOC is often indicative of the
overall success of the mission. Its ability to provide comprehensive situational
awareness, coupled with the capability to plan and react swiftly to changing
conditions, makes the TOC an indispensable element of tactical and operational
command.

The evolution of technology has only increased the strategic value of TOCs,
integrating more advanced systems for communication, data processing, and
surveillance. This integration enhances the command’s ability to make informed
decisions, ensuring operational success and the safety of personnel in complex and
dynamic environments.



PACE Planning for Communications

PACE planning is a systematic approach to establishing robust communication
protocols in military operations and critical civilian sectors. It ensures continuous
communication through varying levels of redundancy by specifying Primary,
Alternate, Contingency, and Emergency communication methods. Here’s a detailed
breakdown of each element, integrating the specifications mentioned:

Primary Communication

• Definition: This is the main method of communication utilized under normal
circumstances. It must be reliable, secure, and efficient.

• Characteristics: Primary communication systems. They are designed to be
highly available and resilient against disruptions.

• Example: For military operations, this could include HF (High Frequency) or
VHF (Very High Frequency) radio systems with pre-established frequencies
for both transmitting and receiving.

Alternate Communication

• Definition: The alternate method serves as the backup to the primary method
and is activated if the primary becomes unavailable due to technical failures,
jamming, or other issues.

• Characteristics: The alternate system is interchangeable with the primary,
having similar capabilities and also listing both transmit and receive
frequencies. It ensures that communication can continue seamlessly if the
primary system fails.

• Example: Another set of frequencies on different bands (e.g., switching from
VHF to UHF) or a different encryption protocol to avoid similar vulnerabilities
that might affect the primary.

Contingency Communication

• Definition: The contingency method is reserved for specific, critical situations
such as personnel recovery. It has unique characteristics tailored to rapid
response needs.

• Characteristics: This communication method is associated with a unique
codeword and a dedicated frequency, often set aside for emergencies like
personnel recovery (MEDEVAC - Medical Evacuation). The frequency and
codeword (e.g., “MAYDAY”) are designed to minimize the need for complex
instructions, enabling an immediate response.

• Example: A designated frequency such as 121.5 MHz is reserved for
MEDEVAC calls, where broadcasting the codeword “MAYDAY” triggers an
immediate rescue operation.



Emergency Communication

• Definition: This is the last resort communication method used when all
electronic methods are compromised or unavailable. It is designed for critical
situations to signal the location and status of personnel to rescue teams.

• Characteristics: Emergency communication methods are non-electronic and
typically include visual or auditory signals that can be recognized both during
the day and at night.

• Example: The use of VS-17 panels, which are visible signal panels for daytime,
and IR (Infrared) strobes or flares for nighttime. These signals serve dual
purposes: indicating the precise location of individuals and confirming that they
are not hostages.

Communication windows

Communication windows, also known as COMMO windows, are designated time
periods scheduled for the exchange of messages and updates within military
operations or during complex projects. These windows are critical for maintaining
structured, efficient, and secure communications among team members who may be
spread across various locations or operating in environments where continuous
communication is not feasible due to security risks or technical limitations.

The primary purpose of setting specific COMMO windows is to synchronize
communication across all units, ensuring that everyone receives and relays
information in a coordinated manner. This practice helps in managing the
communication traffic more effectively, preventing the overload of communication
channels, and reducing the risk of interception by hostile forces. It also assists in
conserving resources like battery power and bandwidth, which might be limited in
field conditions.

During thesewindows, all involved parties are expected to check in, report their status,
receive new orders, and update ongoing situation reports. This can include everything
from logistical updates, intelligence sharing, confirming receipt of previous
dispatches, to emergency communications. Outside of these windows,
communication might be restricted to only critical or emergency messages to
minimize detection and maintain operational security.

For example, in a military operation, COMMO windows might be scheduled during
times when satellite coverage is optimal, or when the risk of enemy surveillance is
minimized. These windows are carefully planned, often aligning with shifts in guard
duties, changes in environmental conditions (like light or weather), or following
significant events or phases of the operation.

In sum, communication windows are a vital component of tactical communication
strategies, ensuring that all team members remain informed, aligned, and responsive
to the operational demands and security requirements.



Establishing Covert Communication Networks

Establishing covert communication networks is crucial for conducting clandestine
operations, whether in military engagements, intelligence activities, or guerrilla
warfare. These networks ensure that critical information flows securely and
discreetly, minimizing the risk of interception and maximizing operational success.
Effective covert communication not only involves the use of advanced technology
and methods but also requires a deep understanding of operational security (OPSEC)
principles.

The Essence of Covert Communication Networks

Covert communication networks are designed to operate under the radar, facilitating
the exchange of messages without attracting the attention of adversaries. These
networks typically utilize a combination of encrypted communications, stealth
technology, and non-conventional signal methods to maintain secrecy and integrity.
The primary goal is to avoid detection by standard communication monitoring
systems used by opposing forces, thereby protecting the information and the sources
transmitting it.

Technologies and Methods Used

1.Encryption: Advanced encryption is the backbone of covert communications. It
scrambles the data so that even if the communication is intercepted, the information
remains undecipherable without the correct decryption key. Methods such as public-
key infrastructure (PKI), end-to-end encryption, and secure socket layers (SSL) are
commonly employed to safeguard data transmissions.

2.Steganography: Beyond encryption, steganography involves hiding messages
within other harmless messages or within digital media such as images, video, or
audio files. This method ensures that the existence of the message is concealed,
providing an additional layer of security.

3.Frequency Hopping and Spread Spectrum Technology: These technologies involve
changing the transmission frequency at known intervals within a broader spectrum.
This tactic makes it extremely difficult for eavesdroppers to intercept or jam
communications because the signal’s presence is disguised over a range of
frequencies, appearing as background noise rather than as a clear signal.

4.Low Probability of Intercept (LPI) Radios: LPI technology minimizes the chances
of a radio transmission being detected by enemy forces. By using techniques such
as low transmission power, directional antennas, and noise-like signals, these radios
keep the communication covert while still delivering clear messages within the
network.



Operational Strategies

1.Decentralized Networks: Unlike traditional communication networks that might
rely on a central hub, covert networks often utilize a decentralized approach to reduce
vulnerability. Each node or user in the network can function independently and relay
information through multiple paths. This redundancy ensures that if one part of the
network is compromised, the rest can continue to operate effectively without
disruption.

2.Red Teaming: Regularly testing the covert communication network through red
team exercises is vital. These exercises involve teams trying to exploit the network’s
vulnerabilities, allowing operators to identify and address weaknesses proactively.
Continuous improvement and adaptation to new threats are crucial elements of
maintaining an effective covert network.

3.Integration with Conventional Systems: While maintaining the integrity of the
covert aspects, these networks may need to interact seamlessly with standard
communication systems. This integration allows for the transfer of intelligence and
orders across different layers of an organization without compromising the covert
nature of specific operations.

Challenges and Considerations

Operating covert communication networks involves several challenges, particularly
regarding the balance between security and usability. High-security measures might
complicate the ease of communication, potentially slowing down the flow of
information, which can be critical in fast-paced operational environments.
Additionally, the technological arms race between encryption and decryption
technologies means that what may be secure today could be vulnerable tomorrow.

Establishing covert communication networks involves a sophisticated mix of
technology, strategy, and continuous vigilance. These networks are essential for
maintaining tactical advantages in sensitive operations, protecting assets, and
ensuring mission success in hostile environments. As technology advances, so too
must the strategies and tools employed to keep these communications secure and
effective.

Coordination of Guerrilla Operations

Guerrilla warfare often relies on swift, strategic operations executed with a high
degree of secrecy and coordination. This discussion explores the role of Baofeng
radios in the coordination of guerrilla operations with practical examples to illustrate
their effectiveness.



Practical Examples of Baofeng Radios in Guerrilla Operations

1.Coordinating Ambushes: In a guerrilla warfare scenario, timing and positioning are
crucial for successful ambushes. Consider a situation where a guerrilla unit plans to
ambush a convoy passing through a mountainous region. The unit splits into three
groups: one to block the convoy’s retreat, one to initiate the ambush, and a third to
provide cover fire if needed. Using Baofeng radios, the groups coordinate their
movements silently and efficiently, synchronizing their watches and confirming their
readiness without alerting the enemy. The radios’ ability to switch quickly between
frequencies also helps in maintaining communication secrecy, should there be
concerns about enemy monitoring.

2.Managing Retreats and Regrouping: After an engagement, guerrilla forces often
need to retreat and regroup quickly. During a retreat from an urban area, a guerrilla
unit uses Baofeng radios to communicate routes and rendezvous points, ensuring that
all members can safely withdraw to a prearranged regrouping location. The radios’
range and clarity allow for real-time updates on enemy movements, which is critical
in avoiding enemy forces during the retreat.

3.Conducting Reconnaissance: In another example, a small team of guerrillas
conducts reconnaissance on a heavily guarded facility. The team uses Baofeng radios
to relay information back to their main unit, providing updates on guard movements,
shift changes, and security measures. The ability of the radios to operate in a low-
power mode minimizes the risk of signal detection, maintaining the stealth needed
for such operations.

4.Inter-Unit Communication During Raids: During a coordinated raid on multiple
enemy positions, guerrilla units use Baofeng radios to communicate effectively across
different areas of the battlefield. As the situation evolves, unit leaders can redirect
forces, call for support, or order withdrawals. The instant communication capability
of the radios allows for dynamic command and control, which is often decisive in the
fluid and fast-changing context of guerrilla engagements.

5.Disseminating Information and Propaganda: Beyond tactical communication,
guerrilla groups also use Baofeng radios to broadcast information and propaganda to
undermine enemy morale and gain local support. Operating across a wide frequency
range, these radios can be used to reach broader audiences, spreading messages that
can encourage local populations to support guerrilla efforts.

Quick & Essential Summary Step-by-Step guide

Setting up effective governance in guerrilla operations using Baofeng radios requires
a structured approach to communication and command. This step-by-step guide
outlines how to establish a reliable and secure governance system that leverages the
capabilities of Baofeng radios to enhance coordination and control among guerrilla
units.



1.Step 1: Define Communication Protocols

Establish Clear Communication Channels: Assign specific channels on the Baofeng
radios for different types of communication such as tactical, logistical, and emergency
communications. Ensure all guerrilla members are aware of these assignments to
avoid confusion and maintain operational security.

Develop Call Signs and Code Words: Create unique call signs for individuals and
units to maintain anonymity. Develop a set of code words for common commands
and sensitive information to enhance security in communications.

2.Step 2: Distribute Radios and Train Users

Equip Key Personnel: Distribute Baofeng radios to key personnel, including unit
leaders and those in charge of critical tasks such as logistics, medical support, and
reconnaissance.

Conduct Training Sessions: Organize comprehensive training sessions to familiarize
all members with the operation of Baofeng radios. Cover basic functions, frequency
switching, battery management, and secure communication practices. Reinforce the
importance of radio discipline to prevent unauthorized or insecure transmissions.

3.Step 3: Implement Encryption and Security Measures

Encrypt Communications: Although Baofeng radios do not come with built-in
encryption, consider using aftermarket encryption devices compatible with the radios
or establish procedural encryption methods like pre-arranged code words.

Regularly Update Frequencies and Codes: To avoid interception by adversaries,
frequently change frequencies and update the code words and call signs. Schedule
these updates at irregular intervals and disseminate them securely among the units.

4.Step 4: Set Up a Command Hierarchy

Establish a Command Network: Define a clear command hierarchy and network that
can be easily managed through Baofeng radios. Ensure that all levels of the hierarchy
are capable of both vertical and horizontal communication, facilitating efficient relay
of orders and feedback.

Create Redundancy: Establish redundant command channels to ensure continuous
communication in case the primary channels fail or are compromised.

5.Step 5: Conduct Regular Drills and Maintain Discipline

Simulate Scenarios: Regularly simulate different operational scenarios to test the
effectiveness of the communication setup. Use drills to practice emergency response,
quick frequency changes, and silent modes of operation. Maintain Communication
Discipline: Enforce strict communication discipline to prevent overuse of radios,



which can lead to detection. Train personnel to transmit messages succinctly and
securely, and to always confirm the receipt of critical communications.

By following these steps, guerrilla groups can set up a robust and efficient governance
structure using Baofeng radios, enhancing their operational effectiveness and security
in hostile environments.

Traffic Handling and Reporting in
Guerrilla Warfare

In the complex and dynamic environment of guerrilla warfare, efficient handling and
reporting of communication traffic are crucial for maintaining operational security
and effectiveness. This chapter delves into the nuances of managing communication
flows within guerrilla units, emphasizing the unique challenges and innovative
strategies pertinent to unconventional warfare contexts. A particular focus is given to



the use of Baofeng radios, which have become a staple in guerrilla communications
due to their affordability, reliability, and ease of use.

This chapter also explores how guerrilla forces can effectively utilize Baofeng radios
to enhance their communication capabilities, allowing them to operate more covertly
and effectively against conventionally superior foes by using effective reporting
techniques in Guerrilla Warfare.

Reporting in guerrilla warfare involves structuring the relay of information back to
command centers where strategic decisions are made. The use of Baofeng radios
enhances the clarity, accuracy, and timeliness of these reports:

• Standardized Reporting Formats: Implementing standardized formats for
situational reports, intelligence updates, and resource inventories improves the
clarity and efficiency of information processing. Baofeng radios, with their ease
of programming and wide frequency range, can be quickly adjusted to meet
the specific reporting needs of different units, ensuring that templates capture
essential data points quickly and clearly.

• Real-Time Updates vs. Scheduled Reports: Depending on the operational
tempo and security situation, guerrilla units may benefit from real-time updates
provided through secure Baofeng channels for immediate tactical decisions. In
contrast, other situations may call for scheduled reporting to reduce the risk
of detection, utilizing the radio’s programming features to manage
communication times effectively.

• Feedback Loops: Baofeng radios facilitate effective feedback mechanisms by
allowing for quick response capabilities and multiple channel monitoring. This
ensures that information provided is understood correctly and that any
additional details required can be requested promptly, maintaining a continuous
loop of communication.

Communication Strategy

Effective communication is vital for mission success in any military operation.
Developing a comprehensive strategy establishes clear procedures to coordinate
activities between units and prevent misunderstandings.

Objectives and Importance of Communication

The first step is defining objectives for the mission or period of operations. Military
communication serves purposes including command and control, coordinating
efforts, status updates, sup port requests, and intelligence sharing. Outlining
objectives provides structure and ensures the strategy sufficiently addresses
communication’s key roles. Leadership must clearly explain the importance of
effective information flow to subordinates.



Designation of Responsibilities

Following objectives, the strategy designates roles for communication aspects. This
includes identifying commanders and staff overseeing networks, appointing signal
officers to manage transmissions, distributing devices and materials based on roles
and locations, assigning units to handle courier duties, establishing procedures for
routine reports and requests, and designating alternates in critical roles. Roles and
responsibilities must be clearly defined and disseminated.

Communication Channels

Once leadership and operational duties are identified, the strategy allocates channels
for message types and command levels. This includes designating radio frequencies,
encryption, and call signs for contact between headquarters and units. Separate radio
networks coordinate between companies. Back channels covertly share intelligence.
Wire networks, field phones, and runners connect headquarters. Cellular and satellite
phones serve as backups. Visual signals like smoke and flags enable emergency
contact if electronics fail. Channels must be clear to avoid crossed signals.

Coordination Procedures

Additionally, procedures coordinate ongoing operations routinely and in
emergencies. Check-in schedules via radiomaintain contact between dispersed teams.
Unit codenames facilitate anonymous communication behind enemy lines.
Standardized message formatting prevents errors. Read-back procedures verify
critical message receipt and comprehension. Emergency codes request
reinforcements, medical evacuation, or air support. Contingency plans account for
primary channel disruption with tested backups. Procedures ensure coordination
across unexpected events and hierarchy levels.

Encrypted Communication

All channels incorporate encryption and security protocols protecting sensitive data
from interception. Encrypted radios, phones, and modems issue encryption keys.
Rotating keys through bulletins prevents code-breaking over time. One-time pads,
codebooks, and algorithms maximize confusion. Anonymous call signs avoid
providing intelligence when intercepted alone. Codebook transport and destruction
protocols protect compromised schedules. Civilian network vetting avoids signal
leaks. Jamming defeats monitoring during sensitive operations. Comprehensive
encryption safeguards information advantage.

Command and Control

The strategy delineates command utilization of networks for effective control. Clear
succession grounds bypass incapacitated leaders. Digital and analog capabilities
rapidly disseminate time-critical orders.Message read-back confirms comprehension,



preventing errors. Logging transmitted orders in classified records facilitates
documentation, tracking, and cross-checking. Priority marking expedites response.
Subordinate briefings on intent allow decentralized decision-making when isolated.
Continuous monitoring maintains flexibility in responding to developments requiring
redirection. Reliable communication enables strategic leadership.

Evaluation and Improvement

Regular evaluation and adjustment keep the evolving strategy matching realities.
Assessing communication performance after exercises and real operations identifies
strengths and weaknesses for refining roles, protocols, backups, and encryption
practices. Technological advances may necessitate channel or encryption updates.
Changing missions influence objective priorities. Feedback from all levels improves
future strategies. An iterative approach maintains maximum coordination ability to
accomplish varied challenges.

Principles of Effective Communication

Effective communication is essential for mission success in any military operation.
While technology and mediums may change, core principles of communicating
remain constant. We will discuss key principles that should guide all military
communications to ensure important information is conveyed accurately and
efficiently. Adherence to these principles facilitates understanding and coordination.

Clarity

One of themost fundamental principles is communicatingwith clarity.Messagesmust
be easily understandable the first time and leave no room for incorrect interpretation.
Jargon and ambiguity should be avoided, especially in high-pressure situations. The
intent or directive should be apparent upon first receipt of the transmission. This
reduces delays from having to request clarification.

Brevity

Equally important is brevity. Lengthy, drawn-out communications can lose the
attention of listeners and risk confusion. Only information directly relevant to the
message should be included. Verbosity does not serve time-sensitive operational
communications where clarity and speed matter most. Keep it short while still
conveying all critical elements.

Completeness

While keeping it brief, messages must still be complete. All necessary facts, details,
requirements, and expected actions should be provided so the receiving party can fully
comprehend and respond to instructions without needing additional follow-up. Key
information should not be left out due to a desire for brevity alone.



Accuracy

Accuracy is paramount. Factual information, numbers, equipment specifications, and
other critical operational details must be double-checked for correctness before
transmitting. Errors can seriously undermine coordination efforts or even endanger
lives if incorrect situation reports or orders are disseminated. Verify all information
for accuracy.

Objectivity

Communication in high-pressure situations requires an objective, unemotional tone.
Subjective or emotionally charged language risks misinterpretation and can damage
credibility. Stick to impartial reporting of verifiable facts and reasoned requests
without injecting personal perspectives or opinions.

Conciseness

Related to brevity, messages aim for maximum clarity with a minimum of words.
Eliminate redundant phrases, unnecessary descriptions, and salutations when seconds
count. Get directly to the core details needed in as few words as possible while
preserving comprehension. Conciseness facilitates rapid consumption.

Composition

Proper formatting and structure help ensuremessages are well-organized and coherent
for recipients. Start communications with standardized headers indicating the subject
or purpose. Group similar pieces of information together logically. Follow consistent
protocols for construction wherever possible to streamline understanding.

Standardization

Adhering to standardized terminology, abbreviations, radio codes, and acronyms
agreed upon beforehand prevents miscommunication deriving from diverse
interpretations of non-uniform language. The common ground keeps all parties
aligned without confusion from variable individual usage of technical terms.

Prioritization

Designating transmission priority permits receivers to swiftly interpret urgency and
process messages accordingly. Distinguish critical time-sensitive traffic from routine
reports. Indicate life-safety messages or orders necessitating immediate action versus
general updates. Prioritization helps prevent critical data from getting mishandled or
delayed.



Redundancy

Communicating important information through multiple redundant pathways hedges
against the potential for single points of failure disrupting connectivity. Parallel voice
and digital transmissions, use of alternate frequencies or hard copy backups for
encryption keys reduce vulnerability and increase reliability of delivery for mission-
essential updates.

Confirmation

Requesting confirmation of message receipt and comprehension, especially for
critical instructions, mitigates the risks of data being missed, received incorrectly,
or requiring clarification down the line. Read-backs and acknowledgments validate
understanding on both ends and trigger follow-ups if needed. Double-checking
prevents errors from propagating.

Coordination

Clear designation of coordination requirements—“coordinate with Company A,”
“send resupply trucks,” etc.—furnish contextual cues for recipients’ follow-on
actions. Specifying coordination delivers needed for streamlined collaboration rather
than ambiguous data drops risking initiative stagnation or cross talk. Coordination
fosters cooperation.

Relevance

Information exchanged should directly pertain to the stated purpose or operational
tasks at hand. Messages bombarding limited communications bandwidth with
tangential data distract from mission-essential updates and potentially delay critical
information. Keep all traffic pertinent to current objectives.

Security

Classifying data appropriately plus utilizing encryption protects sensitive intelligence
and tactical details from enemy exploitation while still enabling friendly coordination.
Over-classification causing unnecessarily limited sharing and encryption hindering
collaboration should also be avoided, but security measures shield key advantages.

Simplicity

Complex, convoluted messages risk dilution or misunderstanding of core issues under
time pressure. Distill information down to its basic, straightforward elements, stating
the most germane facts without unnecessary background or elaboration. Simplicity
supports swift comprehension.



Pushing Information

Proactively communicating new developments expedites shared situational
awareness. Leaders “pushing” relevant updates to subordinates prevents stagnation
compared to a pure “pull” model where all data must be explicitly requested. Push
alerts subordinate initiative for rapid decisions when flexibility matters.

Audience Consideration

Tailoringmessage contents and technical terms to the expected recipients’ capabilities
and needs fosters understanding. Speaking to infantry experience versus
headquarters-level factors requires adjustment. Consider diverse ranks, functions,
languages, or nationalities when composing traffic for collective situational
awareness.

Conciseness

Messages should aim to convey information in the most efficient manner possible
using the fewest words. Rambling messages with unnecessary details or repetition
slow understanding and take up valuable bandwidth. Getting straight to the point in a
condensed yet still clear form allows for better comprehension under time pressures.

Feedback

Seeking confirmation that a message was correctly received and understood is
imperative, especially for critical instructions or time-sensitive reports. Asking the
recipient to repeat or acknowledge the key details verifies comprehension on both
ends and prompts follow-up if needed to clear up any misunderstandings before they
impact coordination. Feedback closes the communication loop.

Techniques for Clear, Reliable and Concise
Reporting

In environments where every communication could potentially be monitored, clarity
and conciseness are not just principles of effective communication—they are
necessities for operational security and success. Guerrilla operations, in particular,
require techniques that safeguard infor mation while ensuring that every report is
precise and unambiguous. This discussion explores critical techniques for clear and
concise reporting, focusing on the use of Prowords, phonetic alphabets, and structured
reporting formats, all tailored to enhance the security and efficiency of
communications in monitored environments.



Importance of Operational Security in Reporting

In guerrilla warfare, the assumption that “everything you are saying could be
monitored” is not paranoia but a prudent security measure. Adversaries often attempt
to intercept communications to gather intelligence. Therefore, developing reporting
techniques that minimize this risk while ensuring that essential information is
accurately conveyed is critical. Effective use of prowords, adherence to phonetic
standards, and structured reporting are fundamental to achieving these goals.

Utilization of Prowords

Prowords, or procedural words, are special words or phrases reserved for radio
communications that convey specific standardized meanings. They are designed to
convey instructions or data succinctly and accurately, and their use can significantly
speed up communications and reduce misunderstandings. Common prowords
include:

• ACKNOWLEDGE - Let me know that you have received and understood this
message.

• ALL AFTER - The portion of the message to which I have reference is all that
follows…

• ALL BEFORE - The portion of the message to which I have reference is all
that precedes…

• BREAK - I hereby indicate the separation between portions of the message. (to
be used where there is no clear distinction between the text and other portions
of the message).

• CONFIRM - I require confirmation of this message or part thereof.
• CORRECT - You are correct, or what you have transmitted is correct.
• CORRECTION - An error has been made in this transmission (message
indicated). The correct version is…

• DISREGARD - Consider that transmission as not sent.
• FIGURES - Numerals or numbers follow.
• SAY AGAIN - I am repeating transmission or portion indicated for clarity or
emphasis.

• I SPELL - I shall spell the next word phonetically.
• INFO - The following is information.
• OUT - The transmission is ended and no answer is required or expected.
• OVER - The transmission is ended and I expect a response from you.
• READ BACK - Repeat all of this message back to me exactly as received.
• RECEIVED - I have received your last transmission satisfactorily.
• RELAY (TO) - Transmit this message to all addressees or to the addressee
following.

• ROGER - I have received your last transmission satisfactorily and understood
the content.

• SAY AGAIN - Repeat all or the following part of your last transmission.
• SPEAK SLOWER - Reduce your speed of speech.
• STANDBY - Pause for the next transmission. This is not an acknowledgement.



• VERIFY - Verify the entire message (or specified part) with the originator and
send the correct version.

• WAIT - I must pause for a few seconds.
• WAIT OUT - I must pause longer, but I will call you back.
• WILCO - I understand your message and will comply with it (Note: “WILCO”
implies the meaning of “ROGER” and so “ROGER WILCO” is incorrect).

Incorporating prowords into daily communications disciplines the team to use
standardized language, which can be less easily interpreted by unintended listeners
and ensures that the transmission is efficient and to the point.

Mastery of the Phonetic Alphabet

The NATO phonetic alphabet is used internationally over secure and insecure
channels to avoid confusion between similar-sounding letters. For instance, the letters
‘m’ and ‘n’, or ‘d’ and ‘t’, can sound alike during poor radio conditions or when
background noise is present. Using the phonetic alphabet (e.g., Alpha, Bravo, Charlie,
etc.) enhances the clarity of communication, particularly when conveying critical data
such as coordinates, identifiers, or specific codes.

The phonetic alphabet, also known as the NATO phonetic alphabet or the
International Radiotelephony Spelling Alphabet, is used globally to ensure clarity in
voice communication, especially in noisy environments or over radio and telephone
where letters can be easily misheard. Here’s a table outlining the phonetic alphabet:

LETTER PHONETIC CODE PRONUNCIATION

A Alpha AL-fah

B Bravo BRAH-voh

C Charlie CHAR-lee

D Delta DELL-tah

E Echo ECK-oh

F Foxtrot FOKS-trot



G Golf Golf

H Hotel hoh-TEL

I India IN-dee-ah

J Juliett JEW-lee-ett

K Kilo KEY-loh

L Lima LEE-mah

M Mike Mike

N November no-VEM-ber

O Oscar OSS-cah

P Papa pah-PAH

Q Quebec keh-BECK

R Romeo ROW-me-oh

S Sierra see-AIR-rah

T Tango TANG-go

U Uniform YOU-nee-form



V Victor VIK-tah

W Whiskey WISS-key

X X-ray ECKS-ray

Y Yankee YANG-key

Z Zulu ZOO-loo

NUMBER NATO PHONETIC PRONUNCIATION

0 ZE-RO

1 WUN

2 TOO

3 TREE

4 FOW-er

5 FIFE

6 SIX

7 SEV-en

8 AIT



NUMBER NATO PHONETIC PRONUNCIATION

9 NIN-er

This phonetic alphabet is universally recognized and used by aviation and maritime
professionals worldwide, as well as by organizations such as NATO, the FAA
(Federal Aviation Administration), and the ICAO (International Civil Aviation
Organization). Its use helps prevent miscommunication and ensures that letters are
clearly understood, regardless of language barriers or transmission quality.

Structured Reporting Formats

Structured reporting formats standardize the way information is organized and
conveyed, which not only streamlines the creation and transmission of reports but
also aids in the quick assimilation of information by the receiver. Formats typically
include:

• Header: Time of report and report type.
• Body: The main content organized under subheadings like Situation, Location,
Action, and Time (SLAT).

• Footer: Any additional comments and the sign-off with call signs or designated
prowords.

Structured reports reduce the time spent on the radio and limit the exposure to
interception. They also ensure that despite the risk of monitoring, essential details are
not lost or misinterpreted. In the next chapter we’ll explore several reporting format.

Regular Drills and Feedback

Regularly practicing reporting under realistic scenarios helps solidify these
techniques among team members. Drills should simulate the stress and interference
expected in real operations to ensure members can effectively use prowords,
phonetics, and structured formats under pressure. Additionally, constructive feedback
should be provided after exercises to refine skills and address any lapses in
communication practices.

Continuous Improvement and Adaptation

As adversaries evolve in their capabilities to intercept and analyze communications,
guerrilla units must continually assess and enhance their reporting techniques. This
involves staying updated with advancements in communication security, revisiting
the effectiveness of current prowords, and adapting reporting protocols to address any
new vulnerabilities.



Implementing Standardized Reporting Formats for
Coordinated Actions

Inmilitary and guerrilla operations, quick and effective communication is essential for
reporting observations and intelligence. Two commonly used formats are SALUTE
and SALT reports. These acronyms help ensure that reports are both thorough and
concise, providing all necessary information without extraneous details. Here’s a
breakdown of each format followed by examples to illustrate how they can be
effectively utilized in the field.

SALUTE Report

SALUTE is an acronym used to report intelligence information, standing for:

• Size: The number of personnel or size of unit observed.
• Activity: What the personnel or unit was doing when Observed.
• Location: Exact location or grid reference of the observation.
• Unit: Any distinctive signs or markings that identify specific units.
• Time: The time at which the observation was made.
• Equipment: Descriptions of weapons, vehicles, tools, or other equipment.

Example of a SALUTE Report:

“SALUTE Report: At 1400 hours, observed a group of approximately 10 individuals
setting up a temporary camp. Location is the wooded area north of Riverbank Road,
grid reference XY123456. Individuals were wearing mixed camo patterns, no visible
unit patches. They were equipped with small arms, primarily rifles, and two vehicles,
looks like standard 4x4s, parked within the camp area.”

SALT Report

SALT is another format focused on a slightly different aspect, useful for medical and
situational reporting. It stands for:

• Size: The number of individuals involved or affected.
• Activity: Current activity of the unit or individuals.
• Location: Exact location or grid reference.
• Time: Time when the event or observation occurred.

Example of a SALT Report:

“SALT Report: At approximately 0930 hours, encountered a civilian vehicle accident
involving three individuals on Highway 27 near the intersection with Route 9, grid
reference AB789012. Two adults appeared injured but conscious, one child seemed
unharmed. All were outside of their overturned vehicle, which had slid off the road.”



Application and Importance

Both SALUTE and SALT reports provide structured methods for conveying critical
information quickly and clearly. The use of such structured reports ensures that those
receiving the information can promptly assess the situation and make informed
decisions based on reliable and consistent data. This is particularly vital in military
operations where understanding the size, activity, location, time, and equipment
details can significantly impact tactical decisions and operational planning.

In practice, these reporting tools not only standardize communication across different
units and operations but also enhance the ability to act effectively under pressure. By
training personnel in the use of SALUTE and SALT reports, military and guerrilla
groups can improve their operational intelligence, response times, and overall mission
effectiveness.

Understanding and Implementing the MEVAC Report

The MEVAC report is a structured format used primarily in medical and emergency
evacuation situations. It provides a standardized method for communicating the
essential details needed to effectively manage and execute a medical evacuation. The
acronym MEVAC stands for:

• Medical condition
• Enemy activity
• Vehicle for evacuation
• Area (of the pickup site)
• Communication (details)

This structured approach ensures that all pertinent information is quickly conveyed
to facilitate an immediate and efficient response.

Example of a MEVAC Report

Suppose a unit encounters a situation where a soldier has been critically injured and
requires immediate evacuation. The MEVAC report would be formatted as follows:

“MEVAC Report:

• Medical condition: Soldier has sustained a gunshot wound to the abdomen,
conscious but in severe pain, immediate surgical intervention required.

• Enemy activity: Light enemy fire approximately 500 meters east of our current
location, the situation is currently stable but could escalate.

• Vehicle for evacuation: Requesting a helicopter medevac with onboard medical
support.

• Area: Secure landing zone located at grid reference XY987654, marked with
red smoke.



• Communication: Maintain open radio channel 16 for coordination and updates
on enemy movement.”

Importance and Application

The MEVAC report is crucial in scenarios where quick decision-making can save
lives. It allows commanders and medical teams to prepare the appropriate resources
and responses without delay. Knowing the medical condition helps medical teams
ready necessary equipment and personnel; understanding the level of enemy activity
prepares them for potential risks during evacuation. Information about the evacuation
vehicle ensures that the right type of transport is available, while details about the
pickup area help in planning the safest and quickest extraction route. Finally,
communication details ensure that all involved parties can stay coordinated
throughout the operation.

By adhering to the MEVAC format, military and emergency response teams can
optimize their operations to ensure rapid and safe evacuations, ultimately saving lives
and maintaining operational integrity during critical situations.

A MEVAC report is an essential tool used in military and emergency response
contexts to quickly relay critical information necessary for a medical evacuation.
Here’s a detailed example of how to fill out a MEVAC report form, outlining the key
details that must be communicated efficiently to facilitate an effective medevac:

MEVAC Report Form Example

Incident Commander/Requestor: Sgt. John Doe

Unit/Team: Alpha Team, 1st Battalion

Date/Time of Report: April 17, 2024 / 1430 hrs

Location of Incident: Near checkpoint 12A, Grid Ref XY123456

Patient’s Name: Private James Smith

Medical Condition:

• Type of Injury/Illness: Gunshot wound to the left leg
• Condition of Patient: Stable but in pain, bleeding controlled, risk of infection
• Priority of Evacuation: Urgent (requires evacuation within 2 hours)

Enemy Activity:

• Proximity to Enemy: 600 meters northwest, engaging sporadically
• Type of Threat: Small arms fire and potential for mortar attacks
• Current Enemy Activity Level: Moderate but unpredictable

Vehicle for Evacuation:



• Preferred Method of Evacuation: Helicopter due to terrain and urgency
• Backup Method of Evacuation: Ground vehicle (ambulance) if air support
unavailable

Area (Pickup Site Details):

• Current Security Status: Secured by ground forces, ongoing surveillance
• Landing Zone Characteristics: Clear, flat area, 50x50 meters, marked with
orange panels

• Hazards or Obstructions: None known; ongoing assessment for enemy drone
activity

Communication Details:

• Primary Contact Radio Frequency: 148.15 MHz
• Backup Frequency: 152.90 MHz
• Call Sign for Incident Commander: Falcon Leader
• Evacuation Coordination Call Sign: Medevac Hawk

Additional Notes:

• Weather Conditions: Clear skies, winds at 5mph, no impact on flight operations
expected

• Patient Preparedness: Patient immobilized and ready for immediate transport
upon arrival of medevac

• Expected Time of Arrival for Medevac: ETA 20 minutes from dispatch
confirmation

This MEVAC report example provides all the necessary details that medevac
coordinators need to execute the evacuation safely and swiftly. The clarity and
structure of the information ensure that every team involved—frommedical personnel
to security forces—understands their role and the urgency of the situation. This
preparedness is critical for minimizing delays and maximizing the patient’s chances
for a successful recovery.

Clandestine Reporting: Evolution and Modern Application

Clandestine reports, a critical tool born out of the intelligence necessities of the Cold
War, have evolved significantly from their origins. Initially developed to enable
secure communication in a world of intense geopolitical tension, these reports were
crafted to transmit information stealthily between operatives and their handlers
without detection by adversarial forces. During the Cold War, their structure was less
about formal lines and more about a series of coded phrases and trigrams that could
be quickly and safely communicated.



Key Features of Modern Clandestine Reports:

• Highly Encoded: Modern clandestine reports use a combination of codes and
trigrams—three-letter combinations that represent pre-agreed meanings—
ensuring that even if intercepted, the content remains secure and
indecipherable.

• Non-Standard Labeling: Unlike traditional reports that might use headings like
“Location” or “Activity,” clandestine reports during the Cold War and in
current times use non-standard labels such as AAA, BBB, etc., to disguise the
nature of the information being reported.

• Secure and Discreet Delivery: The transmission methods are as covert as the
content, often utilizing digital dead drops, encrypted communications, or
trusted couriers, especially in hostile environments like Afghanistan.

Example of a Modern Clandestine Report

Scenario: An operative monitoring potential insurgent activity over an extended
period in Afghanistan.

Report Type: Clandestine Surveillance Brief

Method of Transmission: Secure encrypted digital drop.

Content:

• AAA (Date/Time of Observation): 2024-04-17, 1030hrs
• BBB (Location): Vicinity of Kabul, near the market district.
• CCC (Target Description): Group of five, male, 30-40 years, mixed attire
including both traditional and western elements, observed carrying large bags.

• DDD (Activity Observed): The group convened briefly with another unknown
party, exchanged items from their bags, and dispersed into different vehicles.

• EEE (Actions Taken by Targets): Two vehicles headed towards the northern
outskirts, while three individuals returned to the market area.

• FFF (Immediate Threat Assessment): Medium. The nature of the exchange and
subsequent dispersal patterns suggest coordination for a possible future
operation.

• GGG (Operational Recommendations): Recommend activation of mobile
surveillance units to track vehicles and further monitoring of market area
interactions.

The Role of Clandestine Reports in Modern Warfare

The continued relevance of clandestine reports in modern warfare, such as ongoing
operations in Afghanistan, underscores their effectiveness. These reports provide
crucial intelligence that supports long-term missions, aiding in the understanding of
enemy movements, strategic planning, and risk assessment. The ability to convey
critical information securely, avoiding the labeling and structures that might make



them easily decipherable, enhances operational security and mission success. In sum,
the evolution of clandestine reporting from Cold War espionage to contemporary
military and intelligence operations demonstrates its enduring value. The adaptation
of these reports to modern needs—using sophisticated encryption, unconventional
labeling, and secure transmission methods—ensures they remain a cornerstone of
effective and secure communication in high-stakes environments.

BORIS Report: Detailed Description and Example

The BORIS report is a structured intelligence report used by military and security
forces to convey detailed observations about hostile or suspicious activities. This
format ensures a methodical relay of critical data, crucial for operational planning
and response. The acronym BORIS here stands for different components compared
to traditional interpretations:

• AAA (Date Time Group): The exact date and time when the report is compiled.
• BBB (Date Time of Observed Activity): The specific date and time when the
observed activity occurred.

• CCC (Location of Observed Activity): Precise location where the activity was
observed.

• DDD (Observed Activity): Detailed account of the activity observed.
• EEE (Description of Personnel, Equipment, Vehicle, Weapons): Detailed
descriptions of personnel involved, equipment used, vehicles seen, and
weapons identified.

• FFF (Team Assessment): The assessing team’s analysis or interpretation of the
observed activity, including potential threats or implications.

Example of a BORIS Report

Report Type: BORIS Intelligence Report

Content:

• AAA (Date Time Group): 2024-04-17, 1500hrs GMT
• BBB (Date Time of Observed Activity): 2024-04-17, 1430hrs GMT
• CCC (Location of Observed Activity): Grid reference XY987654, just north of
Marston Hill.

• DDD (Observed Activity): Approximately 12 individuals seen digging and
establishing what appears to be temporary defensive positions.

• EEE (Description of Personnel, Equipment, Vehicle, Weapons):
• Personnel: Males, dressed in mixed camouflage uniforms, ages estimated
between 20-35 years.

• Equipment: Shovels, sandbags, and portable communication devices.
• Vehicle: Two light trucks, one with mounted light machine gun.
• Weapons: Small arms predominantly; AK-47 rifles, two RPGs sighted.
• FFF (Team Assessment): The activity suggests a preparation for defensive or
possibly offensive operations. The use of light trucks and the establishment
of fortified positions indicate a plan to stay and defend the area or use it as a



staging point. Immediate surveillance recommended to monitor developments
and prepare for potential engagement.

• -NOTHING FOLLOW // ACK

Significance of the BORIS Report in Military Operations

The BORIS report’s structured approach is crucial in military intelligence as it
provides a clear, concise, and detailed account of potentially hostile activities. The
format ensures that all relevant aspects of the observation are covered, allowing
command centers to quickly assess the situation and make informed decisions. This
can be pivotal in situations where the speed of response could determine the success
of military operations or the prevention of threats. The use of such reports ensures that
all data relayed is pertinent, reliable, and actionable, thereby enhancing operational
readiness and strategic planning.

CYRIL Report: Detailed Description and Example

The CYRIL report is a comprehensive Situation Report used by military units to
communicate current status and operational conditions to their command centers. This
structured report format ensures that commanders receive detailed and standardized
information crucial for maintaining situational awareness and making informed
decisions. The acronym CYRIL represents specific data points that are systematically
reported:

• AAA (Date/Time Group): Specifies the exact date and time the report is being
made.

• BBB (Current Location): Indicates the precise current location of the unit.
• CCC (Medical Status): Describes the health and medical condition of the
personnel.

• DDD (Equipment Status): Provides an update on the operational readiness and
condition of all equipment.

• EEE (Supply Status): Details the current status of essential supplies including
batteries, ammunition, water, and food.

• FFF (Team Activity Since Last Comm Window): Summarizes the actions and
operations undertaken by the team since the last communication.

• GGG (Team Activity Until Next Comm Window): Outlines planned activities
and operations until the next scheduled communication.

• HHH (Remarks): Offers space for additional observations, concerns, or
intelligence that do not fit into other categories but are crucial for command
understanding.

Example of a CYRIL Report

Report Type: CYRIL Situation Report

Content:

• AAA (Date/Time Group): 2024-04-17, 1000hrs GMT



• BBB (Current Location): Vicinity of Checkpoint Delta-3, Grid Ref
ZT1234567890.

• CCC (Medical Status): All personnel are in good health; no injuries reported.
Medical supplies adequate for current operations.

• DDD (Equipment Status): All primary and secondary weapons systems fully
operational. Night-vision goggles and GPS units functioning within expected
parameters.

• EEE (Supply Status):
• Batteries: Sufficient for 72 more hours of continuous operation.
• Ammo: Approximately 80% of combat load remaining.
• Water: Water supplies are low; resupply required within the next 24 hours.
• Food: Rations sufficient for the next 48 hours.
• FFF (TeamActivity Since Last CommWindow): Completed patrol of sectors 4
through 9. Engaged in minor skirmish near sector 7; no casualties. Established
temporary observation post at sector 8.

• GGG (Team Activity Until Next Comm Window): Plan to reconnoiter sectors
10 to 12. Intend to fortify current position and conduct nightly patrols tomonitor
potential enemy activity.

• HHH (Remarks): Local civilian movements have increased in sectors nearby.
Monitoring closely for any signs of hostile intent or insurgent interaction. Need
confirmation on next supply drop time and location.

• Sign-off: “End of CYRIL Report. Awaiting further instructions.”

Significance of the CYRIL Report in Military Operations

The CYRIL report serves as a vital communication tool that encapsulates all aspects
of a military unit’s status in a single, structured document. By systematically reporting
on location, medical and equipment status, and both past and planned activities, it
allows higher command layers to quickly assess the situation on the ground and
respond with appropriate orders or support. This type of reporting is crucial for
maintaining operational continuity, ensuring the welfare of personnel, and adapting
to the evolving tactical environment efficiently. The format’s inclusion of remarks
further allows units to communicate additional intelligence or concerns that might
impact current or future operations, ensuring a comprehensive situational awareness
for all involved command levels.

CRACK Report: Detailed Description and Example

The CRACK report is a specialized format used primarily by military surveillance
teams for battle damage assessment (BDA) of critical infrastructure such as bridges
and roads. This report is essential during offensive operations to ensure that follow-on
forces have accurate and timely information about the usability of key transit routes
and structures. The acronym CRACK represents specific categories of information
that are crucial for assessing the extent of damage and planning necessary repairs or
alternate strategies:

• AAA (Date/Time Group): Specifies the exact date and time when the
assessment was conducted.



• BBB (Type of Damage): Identifies the type of damage observed (e.g.,
structural, superficial, complete destruction).

• CCC (Description of Target Physical and Functional Damage): Provides a
detailed description of the damage to the infrastructure, noting both physical
damage to materials and functional impact on the structure’s usability.

• DDD (BDA Analysis & Resource Requirements): Offers an analysis of the
battle damage and outlines the resources (material, manpower, time) required
to repair or replace the damaged infrastructure.

Example of a CRACK Report

Report Type: CRACK Battle Damage Assessment Report

Content:

• AAA (Date/Time Group): 2024-04-17, 1600hrs GMT
• BBB (Type of Damage): Structural damage due to explosive devices.
• CCC (Description of Target Physical and Functional Damage): The main
bridge over River X (Grid Ref YT9876543210) sustained significant structural
damage. Main support pillars have cracks and one segment of the bridge deck
has collapsed, rendering the bridge non-functional for vehicle traffic.
Pedestrian crossing is risky but possible with caution.

• DDD (BDA Analysis & Resource Requirements):
• Analysis: The bridge’s current condition will not support vehicle movement,
which could delay troop movements and supply convoys. The risk of complete
collapse under further stress is high.

• Resource Requirements: Immediate temporary support structures and
engineering teams are needed to establish a provisional crossing point.
Estimated resources include 50 tons of structural steel, 10 engineering
personnel with bridge-building experience, and heavymachinery for lifting and
placement. The estimated time to establish a temporary route is 72 hours,
assuming immediate commencement of work.

• Sign-off: “End of CRACK Report. Awaiting directives for repair operations or
alternative routing instructions.”

Importance of the CRACK Report in Military Operations

The CRACK report is crucial for operational planning, particularly in scenarios
involving the movement of troops and logistics through areas with potential or known
infrastructure damage. By providing a detailed assessment of the condition of critical
infrastructure, the CRACK report allows military commanders to make informed
decisions about routing, the allocation of engineering resources, and the prioritization
of repair work to support ongoing operations. This report helps mitigate the risk of
operational delays and ensures that mobility and supply chains are maintained
efficiently, even in post-conflict or active conflict scenarios. This report help also in
design Potential safe house. Effective use of the CRACK report enhances the
military’s ability to adapt to dynamic battlefield conditions and maintain the
momentum of offensive operations, thereby contributing to overall mission success.



ANGUS Report: Detailed Description and Example

The ANGUS report, contrary to common military acronyms, uses a unique structured
format tailored specifically for concise and effective communication within
operational teams. This format ensures that all essential details of a situation or event
are reported systematically to facilitate rapid decision-making and efficient
operational management. The components of the ANGUS report are defined as
follows:

• AAA (Date and Time): Specifies when the event occurred or when the report
was generated.

• BBB (Team Status): Details the current status of the team, including personnel
readiness, health, and any immediate needs or issues.

• CCC (Location): Gives the precise location of the team or the event being
reported, often using grid coordinates or a recognized landmark.

• DDD (Deviations): Notes any deviations from planned activities or expected
norms, highlighting unexpected challenges or changes in the situation.

• EEE (Additional Information): Provides room for any other relevant
information that doesn’t fit into the other categories but is crucial for
understanding the context or for future actions.

Example of an ANGUS Report

Scenario: A reconnaissance team is conducting a patrol in a potentially hostile area
and needs to report their current situation back to their command center.

Report Type: ANGUS Situational Report

Content:

• AAA (Date and Time): 2024-04-17, 1015hrs
• BBB (Team Status): GREEN
• CCC (Location): Near the crossroads of Grid Reference XY987654,
approximately 3 km east of Red River Bridge.

• DDD (Deviations): Departed from the planned route due to unexpected road
closure; took a detour through the northern trail to avoid potential threats from
the local hostile group spotted in the south.

• EEE (Additional Information): Encountered an abandoned vehicle en route, no
signs of threat but requires investigation. Possible intel gathering opportunity.

• “BORIS FOLLOW //ACK”

Significance of the ANGUS Report in Operational Contexts

The ANGUS report serves multiple strategic purposes within military and
reconnaissance operations. By segmenting the report into distinct sections, it ensures
that all aspects of the current situation are comprehensively covered, allowing
command centers to have a full understanding of the ground realities:



• Rapid Response and Planning: The detailed yet concise format allows
command centers to quickly process the information and make informed
decisions regarding support, additional orders, or changes to the mission.

• Resource Management: Information about team status and deviations helps in
assessing immediate logistic needs and potential support requirements,
ensuring that teams are well-equipped and in a position to continue their
operations effectively.

• Enhanced Communication Efficiency: The structured format reduces
ambiguities and ensures that communications are clear and direct, which is
crucial in high-stress or combat environments where every second counts.

The use of a structured, precise reporting format like the ANGUS ensures that
operational teams can communicate their status, needs, and observations effectively,
supporting the overarching goals of maintaining security, efficiency, and mission
success.

UNDER Cache Report: Detailed Description and Example

The UNDER cache report is an adaptation of the general UNDER report format,
specifically tailored for managing and documenting hidden caches of supplies during
extended guerrilla warfare or resistance activities. This type of report became
particularly crucial during prolonged conflicts such as the Spanish Civil War and the
subsequent Nazi occupation, where resistance fighters relied heavily on strategically
placed caches for essential supplies.

Report Structure

The UNDER cache report includes:

• AAA (Date Time Group): Specifies the exact date and time the report or the
cache check was made, essential for tracking the freshness and relevance of
the supplies.

• BBB (Type): Indicates the nature of the cache, such as medical supplies,
ammunition, food, communication equipment, etc.

• CCC (Contents of the Location): Details what is stored in the cache, including
quantities and types of items like ammunition, batteries, medical supplies, etc.

• DDD (Location): Provides precise location details of the cache, often using
coded language or pre-determined landmarks that are known only to the
resistance members.

• EEE (Depth): Indicates how deeply the cache is buried or hidden. This
information is critical for quick retrieval without drawing attention.

• FFF (Additional Info): Any other relevant information, such as when to
replenish, security measures taken, potential risks, or instructions for the next
person checking the cache.



Historical Usage

During the World War II, UNDER cache reports were vital for the survival and
effectiveness of resistance groups. Fighters could not carry all necessary supplies due
to mobility needs and the risk of capture. Thus, secure, hidden caches were used to
store everything from food and personal care items to weapons and radio equipment.

The management of these caches was a high-stakes task that required impeccable
organization and communication—qualities provided by the UNDER cache report.
For example, if a group needed to quickly relocate or was planning an offensive,
knowing the exact contents and locations of nearby caches could dramatically
increase their operational capability and chances of success.

Modern Application

Though its origins are in warfare, the UNDER cache report can be adapted for use
in any modern setting where secure, discrete storage and retrieval of resources are
necessary. This includes:

• Disaster preparedness, where communities might store emergency supplies.
• Wilderness exploration and survival training, for managing supply points.
• Conservation efforts, where equipment might need to be left in remote areas.

Example of an UNDER Cache Report

• AAA: 2024-10-05, 0915hrs
• BBB: Ammunition and Medical Supplies
• CCC: 300 rounds of 9mm ammunition, 20 MREs (Meals, Ready-to-Eat), 15
medical kits (each containing bandages, antibiotics, antiseptics)

• DDD: Northeast side of Old Henderson Farm, under the collapsed barn, marked
by a red X on the north-facing wall

• EEE: Buried 1 meter deep
• FFF: Area patrolled by enemy forces bi-weekly. Check for signs of disturbance
before approaching. Scheduled resupply on 2024-11-01.

The UNDER cache report remains a powerful tool for coordinating logistics in
secretive or risky operations, ensuring that supplies are safely stored and accessible
when needed most, without risking the safety of the operatives involved. This kind of
planning and documentation was—and in some cases, still is—critical to the success
and survival of resistance movements and other groups operating under the threat of
superior force.



Communication Security and
Encryption

Effective communication is the linchpin of successful military operations, but it also
presents a vulnerability if intercepted by adversaries. The protection of sensitive
information through encryption and robust security protocols is not merely an
enhancement but a necessity. This summary delves into the reasons encryption is
critical, explores common encryption methods, discusses transmission security, and
outlines other protective measures necessary for safeguarding vital communications
in military contexts.



Importance of Encryption

Encryption is vital for maintaining operational security (OPSEC). Any leaked details
about troop positions, capabilities, staffing, or strategic intentions can provide
adversaries with a tactical advantage, potentially endangering lives. Beyond
operational implications, encryption is also crucial for legal compliance, preventing
the unintended exposure of sensitive information that could infringe on individual
civil liberties. Moreover, encrypted communications and backups are essential for
safeguarding information against technical failures, disruptions, and ensure continuity
during operations. In an era of global military collaborations, interoperable encryption
systems are necessary to synchronize multinational efforts while preventing
adversaries from gaining insight into collaborative strategies.

Encryption Methods

Military operations require a diverse array of encryption methods to suit different
environmental and technological contexts. Traditional methods like one-time pads
offer a high level of security by generating unbreakable random characters that map
to plaintext messages. Modern techniques include commercial solutions validated by
standards like FIPS, which employ both symmetrical and asymmetrical algorithms
after authentication. Steganography offers an additional layer of security by
embedding messages within digital files, making the communication virtually
undetectable. Advanced methods like frequency-hopping and quantum encryption
leverage physical and quantum phenomena to enhance security, while blockchain
technology provides decentralized consensus for authenticating communication
parties.

Transmission Security

Alongside encryption, physical transmission security (TRANSEC) plays a crucial role
in safeguarding communications. Measures such as strict emission controls, the use of
dummy traffic, and low probability of intercept technologies help to minimize the risk
of interception. Techniques such as frequency agility, synchronized code jumping,
and the use of jamming devices are employed to further complicate eavesdropping
efforts. These comprehensive approaches ensure that transmission remains as secure
as possible from interception and unauthorized access.

Key Management and Planning Considerations

Effective key management involves secure generation, distribution, and storage of
encryption keys, which are critical for accessing protected communications. Modern
systems may include features such as remote rekeying, biometric authentication, and
multifactor authentication to enhance security further. Planning for communication
security must be an integral part of military operations, taking into consideration
operational needs, interoperability requirements, and available resources. Regular



training, audits, and technology assessments ensure that the security measures remain
effective and up-to-date.

Information Assurance

Beyond the technical aspects of encryption, comprehensive information assurance
practices are essential for protecting data throughout its lifecycle. This includes
enforcing stringent physical security measures, implementing rigorous access
controls, and maintaining high standards of cyber hygiene. Secure storage, disposal,
and ongoing assessments of cyber threats, both internal and external, are necessary to
safeguard sensitive military information comprehensively.

Digital Encoding & Encryption Practices for Radio
Communication

In the realm of communication security, the terms “encoding” and “encryption” are
often used interchangeably, yet they encompass distinct concepts with different
implications for securing information. This chapter delves into the nuances of
encoding and encryption, highlighting their roles, differences, and how their
integration is essential for robust communication security, especially in contexts like
military operations or sensitive communication channels.

Encoding vs. Encryption

Encoding is the process of transforming data into a different format using a method
that is publicly available. The purpose of encoding is to ensure data can be properly
consumed by different types of systems and transmitted across various types of media.
Encoding is about maintaining data usability and can be easily reversed using the
same algorithm that encoded the content. Common examples include Morse code and
ASCII transformation, where the objective is not to keep information secret but to
ensure it is interpretable by the intended system or software.

Encryption, on the other hand, is the process of disguising data by converting it into a
secret code that hides the data’s true meaning, making it unreadable to unauthorized
viewers. Encryption is designed for security and requires a key to decrypt the
information to its original form. This key is supposed to be kept confidential to prevent
unauthorized access. Encryption methodologies can be complex and are aimed at
protecting data confidentiality, integrity, and sometimes the identity of the sender and
receiver.

Combining Encoding and Encryption

Effective communication security often requires a combination of both encoding and
encryption. Encoding can serve as a preliminary step to format the data in a suitable
form, which is then encrypted to provide confidentiality and security. This two-step



process is particularly important in environments where the integrity and secrecy of
data are paramount.

Digital vs. Physical Encryption

Encryption can be executed in both digital and physical formats. Digital encryption
involves using software algorithms to encrypt data. Most modern communication
devices and systems incorporate sophisticated digital encryption techniques to secure
data transmissions. For example, Digital Mobile Radio (DMR) systems come with
built-in encryption capabilities, enhancing communication security for users.

Physical encryption, although less common today, involves manually encrypting
messages, often using traditional methods like ciphers and one-time pads. This form
of encryption is highly secure when implemented correctly because it does not rely
on potentially vulnerable digital systems.

Practical Implications in Warfare

In military or warfare situations, the choice between digital and analog encryption can
be strategic.While DMR provides strong built-in digital encryption, adversaries using
analog methods can intercept these transmissions if they lack the specific decryption
key. This vulnerability highlights the importance of understanding the operational
environment and choosing the most secure and effective means of communication. In
contexts where interception risks are high, combining digital security measures with
physical encryption practices can provide an additional layer of security.

General Consideration By Category

Communication security (COMSEC) is a fundamental aspect of maintaining
operational integrity across various levels of military engagement and support
activities. The degree of COMSEC required can vary significantly based on the
operational level and the specific security needs of each scenario—from routine
sustainment communications to high-stakes clandestine operations.

Sustainment Level Communication

At the sustainment level, the focus is on supporting ongoing operations with supplies,
logistics, and routine updates. Although this level may have the lowest degree of
COMSEC compared to tactical or clandestine communications, it is still crucial to
safeguard these communications to pre vent interception by adversarial forces. Even
routine communications can reveal patterns, troop movements, or logistical plans that
could be exploited.

To minimize risks, communications at the sustainment level should be concise and
clear, reducing the time on-air to lessen the chance of interception. Digital
communication technologies are often employed at this level, including andFLMsg,
which is used in some volunteer relief communications. These tools provide a basic



layer of security and functionality, ensuring that messages are transmitted efficiently
and with minimal security risks.

Tactical Level Communication

The tactical level requires a higher standard of COMSEC due to the direct
involvement with frontline operations and immediate battlefield actions. One primary
rule in tactical communications is to use the minimal power necessary to reach the
intended recipient and no more. This practice helps to limit the transmission range
and reduce the likelihood of enemy interception.

Tactical communications often lack the luxury of time for complex encryption and
decryption processes. Therefore, the emphasis is typically on real-time built-in
encryption technologies, such as those provided by advanced radio systems. An
example is the use of TRIGRAM systems, which offer an effective balance between
security and speed, enabling units to communicate securely without significant
delays.

Clandestine Level Communication

At the clandestine level, COMSEC reaches its highest necessity due to the sensitive
nature of the operations involved. These operations often require absolute secrecy,
as the information being transmitted can have strategic implications. Initial steps in
clandestine communication often involve robust encryption methods, such as the use
of one-time pads or TRIGRAM systems. These methods convert written messages
into encrypted formats that are then securely transmitted via radio.

However, the use of such advanced encryption techniques can attract the attention
of counterintelligence activities. Therefore, it is crucial for operatives to use these
techniques judiciously, ensuring that their communications do not inadvertently
signal their operations to enemy monitoring systems.

Each level of communication within military and covert operations requires a tailored
approach to COMSEC, adapted to the operational demands and the associated risks.
Whether ensuring the routine flow of logistical support, coordinating tactical
operations on the battlefield, or conducting high-risk clandestine activities, the
appropriate application of COMSEC principles is critical. It not only protects the
information but also the personnel involved, ultimately contributing to the success
and safety of the entire operation.

Advanced Trigram, OTP Encryption Techniques
for Baofeng Radios

Trigram encryption is a method of encoding messages that utilizes three-letter groups,
or trigrams, to represent plaintext words, phrases, or letters in a manner that obscures
the original content. This form of encryption is particularly useful in military and



intelligence contexts where communications must remain confidential and resistant
to interception and decoding by adversaries.

Definition of Trigram Encryption

Trigram encryption involves replacing each word or letter in the original message
with a corresponding trigram. These trigrams are predefined in a codebook that both
the sender and the receiver must have. Each trigram is unique and does not logically
relate to the plaintext word it represents, which adds a layer of security by preventing
pattern recognition.

Generating a Trigram List

To create a trigram list, you can start by determining the scope of your communication
needs. For comprehensive coverage, include common words, phrases, and tactical
terms relevant to your operations. Each entry is then assigned a unique trigram. The
steps are as follows:

• Compile a List of Terms: List all the words and phrases for which you need
trigrams. This list should be exhaustive to cover all potential communication
needs.

• Assign Trigrams: Create a unique three-letter combination for each word or
phrase. Ensure that no two words share the same trigram to avoid ambiguity.

• Randomization: To enhance security, randomize the assignment of trigrams
rather than following alphabetical or thematic order.

• Documentation: Record these associations in a codebook. Both sender and
receiver must have access to this identical codebook.

◾ ENCODE List: the words alphabetized
◾ DECODE List: the trigrams alphabetized

Using Trigram Encryption: An Example

Let’s consider a hypothetical military operation where secure communication is
critical. Here is how a message might be encrypted and then decrypted using trigram
encryption:

• Original Message: “Advance to rally point at dawn.”
• Codebook Entries:

◾ Advance: QRT
◾ to: MNO
◾ rally: WXY
◾ point: ABC
◾ at: DEF
◾ dawn: GHI



• Encrypted Message: “QRT MNO WXY ABC DEF GHI”

The sender encrypts the message using the trigrams from the codebook, and the
receiver, upon receiving the encrypted message, refers back to the same codebook
to decrypt it. It’s crucial that the codebook is kept secure, as any compromise could
render the encryption method ineffective.

Operational Security Considerations

While trigram encryption provides a high level of security, it requires careful handling
and operational security:

• Codebook Security: Protect the physical and digital copies of the codebook.
Limit access to those who absolutely need it.

• Regular Updates: Periodically update the codebook to introduce new trigrams
and remove or alter those that might have been compromised.

• Communication Discipline: Use trigrams consistently and correctly to avoid
creating patterns that could be exploited by interceptors.

Trigram encryption, with its blend of simplicity and effectiveness, provides a robust
tool for securing communications in environments where information security is
paramount. By carefully generating, distributing, and maintaining the secrecy of the
codebook, organizations can significantly enhance the confidentiality of their
communications.

One-Time Pad (OTP) encryption is renowned for its simplicity and theoretical
impregnability, making it one of the most secure encryption methods when
implemented correctly. It employs a random key or “pad” that is as long as the
message itself, used only once, and then discarded. This chapter will explore the
definition of OTP encryption, the process of assigning number lists for the pads, and
practical examples of how to use OTP for secure communication.

Definition of OTP Encryption

OTP encryption is a technique where plaintext is combined with a random secret key
(or pad) that is only used once. Each bit or character from the plaintext is encrypted
by a modular addition with the corresponding bit or character from the pad, producing
the ciphertext. The absolute security of the OTP lies in the randomness, length, and
uniqueness of the key used, which should only be known by the sender and receiver.

Generating and Assigning Number Lists for OTP

The key to OTP encryption’s security is the generation of a truly random key. Here’s
how you can assign number lists to create these keys:

• Random Number Generation: Use a genuine random number generator (RNG)
to produce the sequence. This can be achieved through various means, such as
quantum RNG, which uses quantum phenomena to produce true randomness.



• Key Length: Ensure the key is at least as long as the message that needs to be
encrypted. No part of the key should be reused across messages, as this would
compromise the encryption’s security.

• Key Distribution: The key must be securely distributed to both the sender and
the receiver without interception. Physical distribution is often the safest,
though it can be impractical.

• Secure Storage: Both parties must securely store the key and ensure it is
destroyed after use. Any breach in the handling of the key can lead to potential
decryption of the ciphertext.

Using OTP Encryption: An Example

Imagine you want to send the message “SECURE” using OTP encryption. First, you
assign a numeric value to each letter (A=1, B=2,…, Z=26), and you generate a random
key of the same length as the message.

• Plaintext: SECURE (19, 5, 3, 21, 18, 5)
• Key: 6, 20, 15, 4, 17, 23 (randomly generated)
• Ciphertext Calculation: (Plaintext letter + Key number) mod 26
• S(19) + 6 = 25 -> Y
• E(5) + 20 = 25 -> Y
• C(3) + 15 = 18 -> R
• U(21) + 4 = 25 -> Y
• R(18) + 17 = 9 -> I
• E(5) + 23 = 2 -> B
• Ciphertext: YYRYIB

To decrypt the message, the receiver uses the same key to perform the inverse
operation:

• (Ciphertext letter - Key number) mod 26
• Y(25) - 6 = 19 -> S
• Y(25) - 20 = 5 -> E
• R(18) - 15 = 3 -> C
• Y(25) - 4 = 21 -> U
• I(9) - 17 = 18 -> R
• B(2) - 23 = 5 -> E

Operational Considerations

• Never reuse a key: Always generate a new key for each message.
• Ensure total randomness: Any predictability in key generation can be exploited.
• Secure key management: The key’s security is as crucial as the security of the
encrypted message itself.

One-Time Pad offers unmatched security when its conditions are met, providing a
robust tool for highly sensitive communications where interception could lead to
significant risks.



Avoiding Detection: Stealth Radio Use in Hostile
Environments

In the chess game of guerrilla warfare, where each move is shadowed by the specter
of counteraction, the ability to communicate without detection forms the cornerstone
of insurgent success. This chapter delves into the art of “Avoiding Detection: Stealth
Radio Use in Hostile Environments,” offering guerrilla units a compendium of
strategies to safeguard their communications from the ever-vigilant eyes and ears of
adversaries.

The Imperative of Stealth Communication

In hostile territories, where the technological might of adversaries can intercept and
trace radio communications, the mastery of stealth radio use becomes a lifeline. It’s
not just about evading detection but ensuring the survival and efficacy of guerrilla
operations. Stealth communication strategies enable insurgents to coordinate, inform,
and execute actions covertly, preserving the element of surprise that is vital to their
modus operandi.

Strategic Silence

• Minimalist Communication: The first rule of stealth radio use is to
communicate only when necessary. Every transmission is a potential beacon,
revealing location and intent. Guerrilla units must cultivate a culture of strategic
silence, employing non-verbal signals or pre-arranged actions wherever
possible.

• Scheduled Silence and Noise: Implementing scheduled communication
blackouts can confuse enemy monitoring efforts. Conversely, generating radio
noise on different frequencies can create a decoy, diverting attention from
actual communication channels.

Encryption and Code Use

• Basic Encryption: While sophisticated encryption may be beyond the reach of
some guerrilla units, basic encryption methods, such as simple cipher texts or
code words, can obfuscate the content of communications, making it harder for
enemies to gain actionable intelligence.

• Code Words: Developing a lexicon of code words for common phrases,
locations, and actions can significantly reduce transmission time and
complexity, minimizing the risk of interception.

Frequency Discipline

• Variable Frequencies: Regularly changing communication frequencies can
thwart enemy attempts to lock onto andmonitor guerrilla communications. This



frequency agility requires discipline and coordination but significantly
enhances operational security.

• Frequency Hopping: More sophisticated, but highly effective, frequency-
hopping spreads spectrum technology transmits radio signals by rapidly
switching a carrier among many frequency channels. This method requires
specialized equipment but is highly resistant to detection and jamming.

Technical Evasion Tactics

• Low Power Transmissions: Using radios at the lowest effective power setting
reduces the transmission range, limiting the potential for detection by distant
adversaries. This approach necessitates closer operational units but enhances
stealth.

• Directional Antennas: Employing directional antennas can focus radio signals
in specific directions, reducing the likelihood of unintended interception and
allowing for more targeted communication paths.

Environmental Camouflage

• Natural Cover: Utilizing natural terrain features to shield radio transmissions
can effectively mask the origin point. Dense forests, urban ruins, or
subterranean locations can serve as natural barriers against detection.

• Ambient Noise Utilization: Operating within environments with high ambient
noise levels, such as near waterfalls, heavy machinery, or urban centers, can
mask radio emissions, blending them into the background cacophony.

Counter-Surveillance Measures

• Monitoring Adversary Frequencies: Keeping an ear on enemy communications
can provide early warnings of detection efforts or counter-operations, allowing
guerrilla units to adjust their tactics in real-time.

• Signal Traps and Decoys: Creating signal traps with misleading or false
information can divert enemy forces, creating opportunities for guerrilla actions
elsewhere.

Stealth radio use in hostile environments demands a multifaceted approach, blending
strategic discipline with technical ingenuity. For guerrilla units embedded within or
operating around superior forces, these strategies form the sinews of survival and
success. Adapting to the dynamic challenges of modern warfare, insurgents must
continually evolve their stealth communication tactics, ensuring that silence speaks
louder than words in the theatre of conflict.



Implementing Repeater Systems in
Guerrilla Warfare

In guerrilla warfare, the establishment of robust and reliable communication networks
is crucial for coordinating operations across dispersed units in challenging
environments. One of the key components in enhancing the range and reliability of
radio communications in such settings is the implementation of repeater systems.
These systems are pivotal for guerrilla forces that need to extend the operational reach
of handheld radios, like Baofeng units, which are limited by their power and frequency
capabilities.

Repeaters work by receiving a signal on one frequency and simultaneously
retransmitting it on another, effectively increasing the signal’s range and overcoming
geographical obstacles such as hills and buildings that typically impede direct radio



communication. This technology allows guerrilla units to maintain continuous and
clear communication across vast and hostile territories, ensuring that all segments of
the force can execute coordinated strategies efficiently.

This chapter explores the strategic deployment of repeater systems in guerrilla
warfare, emphasizing how these systems can be integrated into guerrilla tactics to
enhance communication security, operational command, andmaneuver effectiveness.
Through practical insights, this discussion will outline the transformative impact
repeaters have on the dynamics of unconventional warfare, enabling smaller forces
to compete against better-equipped adversaries.

Understanding and Deploying Portable Repeater
Systems

In the realm of guerrilla warfare and remote operations, maintaining effective
communication is crucial for success and survival. Portable repeater systems serve
as a critical tool for enhancing the range and clarity of radio communications across
vast and often challenging terrains. Understanding how to deploy these systems can
significantly amplify the operational capabilities of small units, enabling them to
conduct coordinated actions over extended distances.

What are Portable Repeater Systems?

Portable repeater systems are devices that receive radio signals on one frequency and
retransmit them on another frequency at a higher power. This process, known as
“repeating,” helps to extend the communication range beyond the line-of-sight
limitations of typical handheld radios. These systems are particularly useful in
environments with natural obstructions like mountains, forests, and urban structures
that can degrade direct radio signals.

Components of a Portable Repeater System

A typical portable repeater system includes several key components:

• Transceiver: Receives incoming signals and transmits outgoing signals.
• Duplexer: Allows the repeater to use a single antenna for both receiving and
transmitting simultaneously on two frequencies.

• Antenna: Enhances the effective range and quality of the repeated signal.
• Power Source: Ensures the system remains operational, often using batteries or
solar panels for remote deployments.

How to Deploy Portable Repeater Systems

Deploying a portable repeater system involves strategic planning and technical setup
to ensure maximum effectiveness and security. Here’s how to do it:



Step 1: Site Selection

Choose a high elevation site for the repeater to maximize its range. The site should
ideally be central to the area of operations to ensure uniform coverage. Consider
security and accessibility of the location, as the repeater may need maintenance or
repositioning.

Step 2: Setup the Antenna

Install the antenna at the highest possible point on the site. A directional antenna may
be used to focus the signal toward specific areas, whereas an omnidirectional antenna
will provide 360-degree coverage. Ensure the antenna has a clear line of sight in the
desired directions, free from physical obstructions.

Step 3: Configure the Transceiver and Duplexer

Connect the transceiver to the duplexer, which separates the receive and transmit
frequencies using a single antenna. Configure the transceiver settings according to
the operational frequencies and the required output power, ensuring compliance with
local regulations and operational security requirements.

Step 4: Power the System

Power the system using a reliable source. For remote areas, consider solar panels or
battery packs with sufficient capacity to maintain continuous operation. Ensure all
connections are secure and weatherproofed to prevent damage and power loss.

Step 5: Test the System

Before full deployment, conduct thorough testing to check the coverage area and
signal clarity. Adjust the antenna or settings as necessary to optimize performance.
Regularly test the system to ensure it remains functional and effective during
operations.

Step 6: Secure the Installation

Secure the installation to prevent tampering or theft. This may include locking
mechanisms, camouflage, or remote monitoring sensors. Additionally, consider
backup systems or redundancy to ensure communication can be maintained even if
one repeater fails.

Best Practices

• Maintain Operational Security: Regularly change frequencies and call signs to
prevent enemy forces from intercepting or jamming communications.



• Monitor Battery Levels and System Health: Set up regular checks to ensure the
system is powered and functioning correctly.

• Train Personnel: Ensure that all users are familiar with how to use the
communication system efficiently and know basic troubleshooting.

Deploying portable repeater systems effectively requires technical knowledge and
strategic thinking. By extending the range of communications, these systems play a
vital role in enhancing the operational capabilities of guerrilla units, allowing them to
carry out coordinated actions across challenging environments more effectively.

Enhancing Range and Reliability in Varied Terrains

Enhancing the range and reliability of communications in varied terrains is a critical
challenge in military operations, particularly in guerrilla warfare where forces often
operate in diverse and demanding environments. The effectiveness of communication
systems can be significantly impacted by geographic features such as mountains,
forests, and urban settings, which can obstruct and degrade signal transmission.
Addressing these challenges is essential for maintaining command and control,
ensuring timely dissemination of intelligence, and coordinating tactical movements.

Topographical Considerations: The first step in enhancing communication range
and reliability across different terrains involves understanding the impact of the
landscape. High elevations such as hills and ridges can be used as advantageous points
for radio relays or repeater stations, which can extend the reach of communications
by capturing and re-broadcasting signals over obstacles. Conversely, low-lying areas
and dense forests may require additional repeater nodes to compensate for signal
attenuation caused by foliage and terrain.

Technological Solutions: Employing advanced technologies such as directional
antennas, which focus signals in a specific direction, can greatly improve
communication effectiveness in challenging terrains. These antennas reduce
interference and increase the precision of the signal path, enhancing the clarity and
distance over which communications can be maintained. Additionally, technologies
like frequency hopping and spread spectrum can be utilized to prevent signal
interception and jamming, thereby increasing the security and reliability of
communications in contested environments.

Adaptive Strategies: Flexibility in communication strategy is crucial for operating
in varied terrains. This includes the capability to quickly adjust frequencies and
protocols in response to environmental changes or enemy actions. Regular testing
and adaptation of equipment setups ensure that communications remain robust under
different operational conditions.

Training and Preparedness: Equally important is the training of personnel in
navigating and managing communications in diverse terrains. Soldiers must be adept
at quickly setting up and optimizing communication equipment, understanding signal



limitations specific to different environments, and implementing contingency plans
when standard communication methods fail.

By integrating these approaches—leveraging terrain advantages, utilizing advanced
technology, adopting adaptive strategies, and ensuring thorough training—military
forces can significantly enhance the range and reliability of their communications
across varied terrains. This is vital not only for the success of operations but also for
the safety and effectiveness of personnel engaged in complex battlefield
environments.

Case Studies: Successful Repeater Deployment in
Conflict Zones

In modern conflict zones, establishing robust communication networks is vital for
operational success. Repeater systems play a crucial role in enhancing the range and
reliability of military communications, especially in challenging terrains. This essay
examines three successful case studies of repeater deployment in conflict zones: Iraq,
Cuba, and the Democratic Republic of Congo. Each case provides valuable insights
into the strategic implementation of repeater systems to support military and
humanitarian operations.

Iraq: Operation Iraqi Freedom

During Operation Iraqi Freedom, coalition forces faced significant challenges due
to Iraq’s vast desert areas and urban settings. The deployment of portable repeater
systems proved essential in overcoming communication barriers that were critical in
coordinating large-scale military operations across the diverse and often harsh terrain.
One notable implementation involved setting up repeaters on elevated structures and
natural high points to extend the communication range across the flat expanses of the
desert.

These repeaters enabled U.S. and allied forces to maintain constant communication
despite the extensive operational areas. The use of solar-powered repeaters ensured
uninterrupted service, crucial during extended engagements where traditional power
sources were unreliable or unavailable. This strategic deployment allowed for real-
time intelligence sharing and command-and-control communications, which were
instrumental in the success of numerous missions, including urban assaults and long-
range patrols.

Cuba: Bay of Pigs Invasion

The Bay of Pigs Invasion in 1961, although ultimately unsuccessful, highlighted the
importance of effective communication in military operations. Prior to the invasion,
anti-Castro forces and their U.S. backers set up a network of covert repeaters to
facilitate secure communications between the invading paramilitary group and their



bases in Florida. These repeaters were crucial for coordinating naval landings and air
support.

The repeaters used in Cuba were primarily boat-based due to the geographical
constraints and the need for mobility. While the overall mission faced many logistical
failures, the initial stages demonstrated that effective repeater deployment could
enhance operational coordination significantly. The lessons learned from this
operation have influenced modern repeater use, emphasizing the need for redundancy
and robustness in communication networks, especially in hostile environments.

Democratic Republic of Congo: Peacekeeping Operations

In the dense jungles and vast landscapes of the Democratic Republic of Congo (DRC),
UN peacekeeping forces have deployed repeater systems extensively to manage
security and humanitarian efforts. The topographical challenges of the region made
traditional communication methods ineffective, necessitating the use of high-
frequency repeaters that could penetrate the dense foliage and rugged terrain.

The repeaters installed in the DRC are often positioned on the highest possible
elevations, such asmountaintops and tall man-made structures, tomaximize coverage.
These systems are equipped with advanced encryption and frequency-hopping
capabilities to secure communications from interception by local militias. The
successful deployment of these repeaters has significantly enhanced the operational
capabilities of peacekeeping forces, enabling them to respond more effectively to
crises, coordinate with humanitarian agencies, and manage internal communications
across large operational zones.

Somalia: Maritime Operations Against Piracy

Somalia’s vast coastline has been a hotspot for piracy, posing significant threats to
international shipping routes. The challenge of securing these waters is compounded
by the large area that needs coverage and the mobility of pirate operations. In
response, international forces, including NATO and EU naval forces, have
implemented advanced repeater systems on ships and coastal installations to improve
maritime communication and surveillance.

Repeater systems aboard ships are particularly effective in extending the
communication range from ship to ship and from ship to shore. These systems allow
for real-time updates on pirate activities and quick coordination among anti-piracy
patrol units. The strategic placement of repeaters along the coast and on islands
provides a network that ensures comprehensive coverage and aids in the quick
dispatch of forces in response to piracy threats.

Moreover, the repeaters used in these maritime operations are designed to withstand
harsh oceanic conditions, including high humidity, saltwater exposure, and extreme
temperatures, ensuring reliable operation. The integration of these communication
systems with other surveillance technologies like radar and satellite imagery enhances



the overall effectiveness of the operations, providing a multi-layered security
approach against piracy.

Optimizing Antenna Use for
Guerrilla Operations

In the shadowy world of guerrilla warfare, the ability to communicate swiftly and
stealthily is not just an advantage; it’s a necessity. Effective communication can often
be the difference between success and failure, and in such operations, the choice and
use of antennas become critical components. This Chapter delves into the strategic
importance of selecting and employing the right antennas for various guerrilla
activities. This discussion aims to empower guerrilla units with the knowledge to
maximize their communication capabilities in diverse and challenging environments.



Antennas are fundamental to any radio communication system, dictating the range,
directionality, and clarity of the signals being transmitted and received. For guerrilla
forces, who often operate in remote or highly contested areas, optimizing antenna
use is not merely a technical task—it’s a strategic operation. The correct antenna
setup enhances the effectiveness of radio equipment, such as the widely used Baofeng
radios, ensuring that units remain connected even in the most adverse conditions.

This chapter will explore several key aspects of antenna use in guerrilla warfare. It
will start by explaining the basic types of antennas available, including directional,
omnidirectional, and vehicular-mounted options, and discuss their respective
strengths and use-case scenarios. From there, it will guide readers through the
practicalities of setting up and adjusting antennas to overcome common challenges
such as terrain obstructions, enemy jamming, and signal interception.

The Importance of Antenna Selection and
Placement

In guerrilla operations where the terrain is rugged and resources are scarce, the
selection and strategic placement of antennas play a critical role in maintaining
effective communication lines.

Antenna Selection: The choice of antenna is determined by several factors, including
the frequency of operation, the physical environment, and the specific needs of the
operation. For guerrilla forces operating in varied terrains, it’s essential to select an
antenna that matches their radios’ frequency and maximizes the effective range of
transmission and reception. Omnidirectional antennas, for instance, are suited for
areas where communication needs to cover 360 degrees with no specific direction
prioritized. In contrast, directional antennas are ideal for targeting communications
in a specific direction, which is beneficial in operations where stealth and focus are
required.

Impact of Terrain on Antenna Function: Terrain features significantly influence
how radio waves propagate. Mountains, valleys, and urban structures can obstruct or
reflect radio signals, causing communication disruptions. Understanding the impact
of these elements is crucial when selecting an antenna. For example, in mountainous
terrains, using a high-gain directional antenna placed at an elevated position can help
in bridging communication gaps across valleys and over peaks.

Strategic Antenna Placement: The placement of the antenna is as critical as the
selection. Ideally, antennas should be positioned high enough to clear obstructions
and maximize line of sight. Trees, buildings, and other obstacles can absorb or deflect
radio signals, reducing the effectiveness of the communication system. Guerrilla units
must assess their operational environment and strategically place their antennas to
exploit natural height advantages or create makeshift elevated platforms if necessary.

Effective antenna selection and placement enhance the reliability and security of
communications within guerrilla operations. By understanding and adapting to the



environmental constraints and tactical needs, guerrilla forces can significantly
improve their operational efficiency and maintain robust communication channels in
the face of adversity.

Radio Theory, Field Modifications for Enhanced
Signal Strength

Radio communication, in particular, hinges on a deep understanding of radio
propagation theory and the practical ability to modify equipment to meet the demands
of diverse and often challenging environments. This comprehensive examination
delves into the nuances of radio propagation, identifies common obstacles that can
degrade signal strength, and explores field modifications that can enhance antenna
efficiency.

Understanding Radio Propagation Theory

Radio propagation involves the ways in which radio waves travel from one point to
another. In guerrilla operations, understanding this theory is essential for setting up
effective communication networks. Several key factors influence radio propagation:

• Frequency: Radio waves cover a broad spectrum, and their frequency has a
direct impact on how they travel. High-frequency waves (such as those used in
VHF and UHF bands) tend to travel in straight lines and are ideal for line-of-
sight communication. However, they can be easily blocked by physical
obstructions.

• Environment: The environment plays a significant role in radio propagation.
Urban settings with high buildings, rugged mountainous areas, and dense
forests can all dramatically affect the path and strength of radio signals.

• Atmospheric Conditions: Various atmospheric conditions, including
temperature, humidity, and ionospheric disturbances, can also impact radio
wave propagation, sometimes causing the radio signals to bend, reflect, or
scatter.

Identifying Obstacles Impacting Radio Propagation

Effective guerrilla communication must account for several physical and
environmental obstacles:

• High Frequency and Vegetation: Vegetation can absorb and scatter radio
waves, which is particularly problematic for higher frequency transmissions.
In areas with dense foliage, signals can be significantly weakened, limiting the
range and clarity of communication.

• Urban Structures: Buildings and other large structures can reflect or block radio
signals, especially in the UHF range, which does not penetrate solid materials
as effectively as lower frequencies.

• Terrain: Hills and mountains can obstruct line-of-sight transmissions, which
are crucial for high-frequency radio waves. Conversely, valleys and other low-



lying areas might shield radio waves from unwanted interference, potentially
enhancing signal clarity under certain conditions.

Enhancing Antenna Efficiency with Field Modifications

To overcome the challenges posed by high frequencies and various environmental
obstacles, guerrilla forces can implement several field modifications to enhance
antenna efficiency:

• Antenna Type Selection: The choice of antenna can make a significant
difference in signal strength and quality. For instance, using a Yagi antenna,
which is highly directional, can focus the signal in a particular direction,
increasing its strength and reach. This type of antenna is particularly useful
in environments with physical obstructions, as it can be aimed to minimize
interaction with obstacles.

• Improving Antenna Height: Elevating the antenna increases the line-of-sight
range, crucial for VHF and UHF frequencies. Guerrilla units can use naturally
high terrain features or construct makeshift towers to raise their antennas above
obstructions, thereby enhancing signal propagation.

• Using Antenna Wire and Insulators: For field-deployable antennas, the quality
of the antenna wire and the use of proper insulators are critical. Antenna wires
should be as lightweight and durable as possible, while insulators must be made
of materials that do not absorb moisture or conduct electricity, which can
degrade signal strength.

• Field-Deployable Ground Plane Antennas: Creating a ground plane for a
vertical antenna can significantly enhance its performance, especially in
makeshift or temporary bases. This can be achieved by extending wires or metal
rods from the base of the antenna, arranged radially to form a ground plane that
helps to reflect radio waves upwards and outwards.

• DIY Enhancements: Guerrilla forces often need to improvise with available
materials. Simple enhancements like adding a metallic mesh or foil to a
directional antenna can help focus and amplify the signal. Similarly, using
higher gauge, lower loss coaxial cable for connections can reduce the loss of
signal strength over distances.

Understanding and manipulating radio propagation in the field is a crucial skill for
guerrilla units. By combining a solid grasp of radio theory with practical field
modifications, these forces can significantly improve the reliability and efficiency
of their communication systems. Effective communication not only coordinates
operations and enhances tactical success but also significantly increases the safety
and responsiveness of guerrilla forces operating in hostile and unpredictable
environments.



Antenna Types Configurations to Enhance
Communication

Understanding different antenna types and configurations is essential for setting up
reliable communication systems in various environments. This subchapter explores
several key antenna designs, including the jungle antenna, directional antenna, Yagi
antenna, and the sloping Vee antenna, providing step-by-step guidelines on how to
build and optimize each for guerrilla operations.

Jungle Antenna

The jungle antenna, also known as the “bazooka” antenna, is particularly effective in
dense forested areas where conventional antennas struggle with signal absorption by
vegetation. It is designed to maximize the vertical radiation pattern, which helps in
overcoming the foliage.

Step-by-Step Construction:

• Materials Needed: 15 to 20 feet of coaxial cable, electrical tape, zip ties, and
a knife.

• Prepare the Coaxial Cable: Strip back one end of the coaxial cable to separate
the inner conductor and the outer shield.

• Create the Radiator: Measure and cut a section from the stripped end of the
coaxial cable equivalent to one-quarter of the wavelength at the operating
frequency. This will serve as the antenna’s radiator.

• Attach to Support: Secure the radiator vertically to a non-conductive support,
such as a bamboo or a tall branch, using zip ties. Ensure it is as high as possible
for optimal performance.

• Ground Connection: Connect the outer shield of the coaxial cable at the base to
a makeshift earth ground if available, or lay it out horizontally along the ground
to form a counterpoise.

Directional Antenna

Directional antennas are designed to focus the signal in a specific direction, enhancing
the communication range and improving signal clarity in that direction. They are ideal
for targeted communication, such as between distant outposts or for directional
broadcasts.

Step-by-Step Construction:

• Materials Needed: Metal rods or wires, a connecting hub, coaxial cable, and
basic tools (pliers, wire cutters).

• Construct the Elements: Create multiple straight elements (one reflector, one
driven element, and one or more directors) using the metal rods or wires. The



length and spacing of these elements must correspond to the frequency of
operation.

• Assemble the Antenna: Attach these elements to a non-conductive beam or rod
at their center points in a straight line with the reflector at the rear, the driven
element in the middle, and the directors towards the front.

• Connect the Driven Element: Attach the coaxial cable to the driven element,
ensuring a good contact. Waterproof all connections to protect against the
elements.

• Mount the Antenna: Place the antenna on a mast or high structure pointing in
the desired direction of communication.

Yagi Antenna

The Yagi antenna is a specific type of directional antenna known for its high gain
and directivity, making it excellent for long-range communication over clear line-of-
sight paths.

Step-by-Step Construction:

• Materials Needed: Aluminum rods, a boom (non-conductive), coaxial cable,
and mounting brackets.

• Build the Elements: Cut aluminum rods to create one reflector, one driven
element, and multiple directors based on specific calculations related to the
frequency.

• Mount on Boom: Secure these elements on a horizontal boom in the correct
order and precise spacing.

• Connect Driven Element: Attach the coaxial cable to the driven element using
a balun to match impedance and reduce signal loss.

• Installation:Mount the antenna high on amast and direct it towards the intended
receiving point for maximum effectiveness.

Sloping Vee Antenna

The sloping Vee antenna is a form of dipole antenna that is particularly effective in
areas with limited space and no highmounting points. It is easy to deploy and provides
good omnidirectional coverage.

Step-by-Step Construction:

• Materials Needed: Wire for the antenna elements, coaxial cable, insulators, and
a support structure.

• Prepare the Elements: Cut two wires each to a quarter wavelength of the desired
operating frequency.

• Attach Insulators: Fix insulators to both ends of each wire.
• Mount and Slope: Attach one end of each wire high on a central support and
slope them down at an angle to lower points, forming a ‘V’.

• Connect Coaxial Cable: Connect the coaxial cable to the point where the wires
meet at the top. Use a balun to ensure a balanced connection.



• Secure and Adjust: Secure the lower ends of the wires to the ground or another
support. Adjust the angle and tension to minimize SWR and optimize
performance.

These are fast “How-To” instruction. Within the online repository you’ll find a more
detailed guide.

By understanding these various antenna types and configurations, guerrilla forces can
effectively enhance their communication capabilities to suit different operational
needs and environmental challenges. Each antenna type offers distinct advantages,
and selecting the right one for the task can significantly improve the effectiveness of
communication efforts in the field.



Developing a Communication
Maturity Model for Guerrilla
Operations

In the complex and often unpredictable arena of guerrilla warfare, the ability to
communicate effectively is not just an operational necessity but a critical survival
skill. As irregular warfare evolves, so too must the strategies that underpin its
communication networks. This necessity births the concept of a Communication
Maturity Model specifically tailored for guerrilla operations. Such a model provides a
structured framework for assessing and enhancing communication capabilities within
non-conventional military units, enabling them to operate more covertly, efficiently,
and resiliently against better-equipped foes.



Developing a Communication Maturity Model for guerrilla operations involves
outlining a progression of communication capabilities, from basic to advanced, that
a guerrilla unit can aspire to achieve. This progression is designed to enhance
operational effectiveness by improving the reliability, security, and sophistication of
communications. At the lowest level, communication might be rudimentary, relying
on simple, direct methods with minimal security. As maturity increases, so does the
complexity and robustness of communication technologies and protocols,
incorporating encrypted systems, advanced radio hardware, and integrated cyber
operations.

The model serves several key purposes. Firstly, it provides guerrilla groups with a
clear roadmap for communication development, which is crucial for planning and
executing operations against typically stronger and better-equipped government
forces. Secondly, it establishes benchmarks for training and equipping, helping to
prioritize resource allocation in often resource-scarce environments. Finally, by
enhancing communication, the model directly contributes to the operational security
and effectiveness of guerrilla operations, affecting not just tactical engagements but
also strategic positioning and alliances.

In crafting such a model, considerations must be made for the unique challenges faced
by guerrilla forces, including operational security, the need for mobility, and the
ability to adapt to changing technological and battlefield landscapes. The model must
be flexible yet robust, simple enough to be implemented with limited resources but
capable of incorporating advanced technologies as the group evolves.

Defining Communication Maturity Levels

In the context of network-enabled Command, Control, Communications, and
Computer (C4) systems, particularly within NATO, the maturity model can also be
conceptualized through varying degrees of operational integration and effectiveness.
This approach categorizes C4 capabilities from isolated and disjointed operations to
fully integrated and transformed operational environments:

Level 1: Disjointed Operations

At this initial level, operations are characterized by a lack of cohesion and
coordination between different units or sections of an organization. Communication
tends to be fragmented, with minimal interoperability between systems. Each unit
operates largely independently, leading to inefficiencies and a higher potential for
operational conflict due to misaligned objectives or miscommunications.

Characteristics:

• Limited interoperability and integration.
• Fragmented communication systems.
• Independent decision-making with minimal centralized oversight.



Level 2: De-conflicted Operations

Moving from disjointed to de-conflicted operations involves steps taken to minimize
operational overlap and conflicts. While units may still operate independently, efforts
are made to de-conflict schedules, resources, and missions. Communication
improvements begin, aimed at preventing conflicts through better scheduling and
resource allocation, but comprehensive integration is still lacking.

Characteristics:

• Better coordination of independent operations to avoid resource conflicts.
• Improved communication protocols to manage and schedule operations.
• Initial steps towards integration, primarily to avoid operational inefficiencies.

Level 3: Coordinated Operations

At this intermediate level, organizations achieve a coordinated approach to operations
where different units start to operate with a common understanding and objectives.
Coordination centers and shared communication platforms enhance the operational
efficiency, allowing units to share information and resources more effectively. There
is a visible shift towards collective goals, although full integration has not yet been
achieved.

Characteristics:

• Establishment of coordination centers or mechanisms.
• Shared goals and strategies among units.
• Enhanced communication systems that support real-time data exchange.

Level 4: Integrated Operations

Integrated operations signify a mature state of operational capability where all units
function as parts of a cohesive whole. Integration across all levels of command and
among all operational units allows for seamless operational execution. This level
relies heavily on advanced technological systems for real-time data sharing and
decision-making support.

Characteristics:

• Seamless interoperability among diverse systems and units.
• Real-time information sharing and collaborative decision-making.
• Utilization of advanced technologies to support integration.

Level 5: Transformed Operations or EDGE

The highest level of maturity, transformed operations, represents a paradigm shift in
how operations are conducted. This level sees a full transformation where the



operations are not just integrated but are also enhanced by predictive analytics,
artificial intelligence, and other cutting-edge technologies. These operations are
characterized by their adaptability, agility, and capability to anticipate future
operational environments and challenges.

Characteristics:

• Predictive operational capabilities.
• High degree of adaptability and flexibility in operations.
• Comprehensive use of AI, machine learning, and other advanced technologies
for strategic and tactical decision-making.

This progression from disjointed to transformed operations provides a roadmap for
organizations looking to evolve their command and control capabilities. Each level
offers a step toward a more unified and effective operational structure, ensuring that
military and strategic operations can meet contemporary challenges and future
demands efficiently.

Strategies for Advancing through Maturity Levels

In the context of evolving command and control (C2) systems, advancing through
various maturity levels involves strategic planning, technological upgrades, and
organizational changes. This chapter outlines effective strategies for progressing
through the maturity levels of network-enabled C2, particularly emphasizing the role
of cost-effective technologies like Baofeng radios in enhancing communication
capabilities at each stage.

Level 1: Disjointed Operations to Level 2: De-conflicted Operations

Strategy: Improve Basic Communication and Coordination

• Implement Standard Communication Protocols: Standardize communication
protocols across all units to reduce misunderstandings and ensure that all team
members are on the same page.

• Integrate Baofeng Radios: Distribute Baofeng radios widely within the
organization to enhance basic communication capabilities. Provide training on
their use to ensure uniformity in operation and to facilitate the transition tomore
advanced communication tools in the future.

• Establish Clear Guidelines for Resource Allocation: Develop and disseminate
clear guidelines on resource allocation to prevent conflicts and ensure efficient
use of available assets.

Level 2: De-conflicted Operations to Level 3: Coordinated Operations

Strategy: Enhance Inter-unit Collaboration



• Develop Cross-functional Teams: Establish cross-functional teams that include
members from different units to foster a culture of collaboration and mutual
understanding.

• Leverage Baofeng Radios for Cross-communication: Utilize the dual-band
capability of Baofeng radios to facilitate communication across different teams,
enhancing coordination for joint tasks and operations.

• Implement Collaborative Planning Tools: Introduce collaborative planning
tools that integrate inputs from various units, ensuring that all plans are
developed with a comprehensive understanding of ground realities and
capabilities.

Level 3: Coordinated Operations to Level 4: Integrated Operations

Strategy: Streamline Operations with Advanced Technological Integration

• Upgrade Network Infrastructure: Invest in advanced network infrastructure that
can support more sophisticated communication and information systems.

• Enhance Baofeng Radios with Digital Features: Upgrade Baofeng radios with
additional digital features such as encryption and GPS tracking to enhance
security and situational awareness.

• Centralize Data Management: Develop a centralized data management system
that can provide real-time insights to all units, improving decision-making and
operational efficiency.

Level 4: Integrated Operations to Level 5: Transformed Operations

Strategy: Adopt Cutting-edge Technologies and Predictive Capabilities

• Implement AI and Machine Learning: Integrate artificial intelligence (AI) and
machine learning algorithms to analyze large data sets, predict trends, andmake
proactive decisions.

• Expand the Use of Advanced Communication Tools: While Baofeng radios
provide a cost-effective solution at earlier stages, at this level, augmenting them
with more advanced communication technologies that offer greater bandwidth
and enhanced security features becomes necessary.

• Foster a Culture of Innovation: Encourage innovation within the organization
by setting up think tanks and innovation hubs that can continuously test and
iterate on new ideas and technologies.

Cross-cutting Strategies for All Levels

• Continuous Training and Development: Regularly train personnel on new
technologies and strategies to ensure they are competent and confident in their
use.

• Regular Assessments and Feedback Loops: Implement regular assessments of
current C2 capabilities and establish feedback loops to learn from past
operations and adjust strategies accordingly.



• Leadership and Change Management: Foster strong leadership to guide the
transition through different maturity levels, managing resistance to change and
ensuring that the vision and objectives are clearly communicated and
understood.

By strategically advancing through these maturity levels, organizations can enhance
their C2 capabilities, ensuring they are well-prepared to meet both current and future
challenges. Baofeng radios serve as an example of how cost-effective solutions can
play a critical role in this development, providing essential capabilities that support
more complex systems as organizations mature.

Simulation Scenarios for Battlefield
Communication Planning



In the sophisticated arena of modern conflict, marked by the prevalence of network-
centric warfare and asymmetric engagements, the significance of advanced simulation
in crafting and refining communication plans is paramount. This chapter delves into
“Simulation Scenarios for Battlefield Communication Planning,” employing state-
of-the-art approaches to address the challenges and intricacies of present and future
military operations.

The Rise of Simulation in Military Strategy

The development of a groundbreaking project, recognized for its innovative concepts,
signifies a pivotal moment in the intersection of academic expertise, military strategy,
and industrial innovation. This effort has propelled the advancement of Computer
Generated Forces (CGF) powered by Intelligent Agents (IA), crucial for accurately
simulating human factors within network-centric defense systems and Command,
Control, Communications, and Computer (C4) scenarios.

Enhancing Communication with Simulation

Simulation transcends its role as a mere training tool, becoming integral in testing
operational concepts, policies, and technological solutions. A primary focus is on
showcasing the interoperability of IA-driven CGFs in scenarios characterized by civil
unrest, highlighting the importance of robust communication and coordination
strategies enhanced through network-enabled approaches.

The scenario sets out to pioneer a new generation of interoperable CGF capabilities
adept at maneuvering through complex scenarios, particularly emphasizing situations
of civil disorder. Such scenarios call for sophisticated communication strategies to
ensure fluid information exchange and command execution among units. Utilizing
simulation technologies enables military planners to meticulously evaluate and
optimize communication plans, ensuring they remain robust and effective against
evolving threats.

Simulation and Baofeng Radios

Incorporating Baofeng radios into these simulation scenarios offers a tangible
connection between the virtual and the real. By integrating the use of these radios
within CGF models, the simulations can provide realistic insights into how such
communication devices perform under various operational conditions, including
signal reach, encryption effectiveness, and the impact of environmental factors on
communication clarity. This approach also allows for the exploration of advanced
encryption techniques and stealth communication practices with Baofeng radios in
hostile environments, providing a practical perspective on maintaining secure and
undetected communications. The adaptability and widespread use of Baofeng radios
make them an ideal subject for these simulations, offering valuable lessons on
leveraging affordable and accessible technology in complex military operations.



Bridging Theory with Practice

Simulation scenarios serve as a vital link between theoretical exploration and real-
world application. They provide a controlled environment to examine the impact of
communication strategies, assess the resilience of command and control systems, and
refine approaches based on empirical data. The introduction of CGFs guided by
Intelligent Agents adds a layer of realism to these simulations, mirroring the human
dynamics of military operations and offering insights into optimizing communication
systems amidst human behavior challenges.

Through the application of advanced simulation technologies, including the practical
integration of devices like Baofeng radios, military strategists can gain foresight into
battlefield dynamics, developing communication plans that ensure strategic
coherence, interoperability, and tactical superiority. This exploration not only
underscores the importance of simulation in strategic planning but also sets the stage
for future innovations in military communication and operation planning.

Designing Realistic Simulation Scenarios for
Training & Planning

In the heart of an Afghan village, a comprehensive and detailed simulation scenario
unfolds, designed to mirror the complexities and unpredictable nature of urban
warfare amid civil unrest. This scenario serves as a crucible for training and testing
the tactical, operational, and communication strategies of coalition forces, the Afghan
National Army (ANA), and the Afghan National Police (ANP) as they confront not
just the visible chaos but the hidden dangers lurking within.

Setting the Stage

The village, with its population of approximately 11,000, is strategically chosen to
reflect the demographic and geographical nuances of southern Afghanistan. This
environment is fraught with challenges, from narrow alleys and densely packed
residential areas to open market squares, all offering potential concealment for
insurgent threats such as snipers. The realism of the setting extends to the socio-
political tensions simmering beneath the surface, providing a backdrop against which
coalition forces, alongside ANA and ANP units, must operate.

Operational Dynamics

Coalition forces are stationed within a forward operating base (FOB), equipped with
VTMM armored vehicles, potentially supported by UAVs or surveillance balloons
for enhanced situational awareness. The ANA’s presence, anchored in a nearby base
and patrolling in HUMVEE vehicles, alongside ANP’s local police station and foot
patrol units, forms a triad of forces committed to restoring and maintaining peace.



Amid this orchestrated effort to secure the village, hidden threats such as insurgent
snipers poised to exploit any opportunity present a constant danger. These adversaries,
skilled in blending with the civilian populace, necessitate a vigilant and nuanced
approach to threat detection and engagement, challenging the forces to maintain a
delicate balance between aggressive security measures and the need for community
trust.

Communication and Coordination

At the core of this complex operational environment is the tactical operating
headquarters, serving as the nerve center for command and control. This pivotal entity
orchestrates the movements of units on the ground, leveraging both advanced
technology and time-tested tactics to ensure effective communication and
coordination. Central to its arsenal are Baofeng radios, chosen for their reliability,
versatility, and ease of use. These radios, equipped with programming tailored for
military operations, enable real-time, encrypted communication between units,
crucial for coordinating patrols, reporting activities, and responding to threats. The
Baofeng radios’ adaptability to different operational needs—ranging from short-
range communications within patrol units to long-range messages between the
headquarters and field units—underscores their value in such a multifaceted scenario.
The ability to program and re-program frequencies and encryption keys on the fly
allows for a dynamic response to evolving threats and operational conditions.

Level of Sign and Tactical Awareness

A critical aspect of the scenario’s design is the concept of the “level of sign,” a
measure of the visibility and detectability of units and threats within the operational
environment. This concept is intricately tied to the “line of sight” calculations, which
take into account factors such as daylight and nighttime conditions, weather, terrain
orography, and urban structures. These calculations are vital for determining the
effectiveness of patrols, the likelihood of detecting hidden threats, and the success of
sniper engagements.

The simulation meticulously models these variables, providing a realistic depiction of
the visual fields for both friendly forces and adversaries. Baofeng radios play a crucial
role in this aspect, facilitating the immediate sharing of sighting information, alerting
units to potential threats within their “level of sign,” and enabling a coordinated
response.

Evaluating Effectiveness and Efficiency

Within this richly detailed simulation, the primary objectives focus on evaluating the
effectiveness of threat management, the efficiency of communication systems, and
the workload management of individual units and the tactical operating headquarters.
The scenario tests the proficiency of coalition, ANA, and ANP forces in identifying,
classifying, and engaging threats while managing the stress, fatigue, and cognitive
load of personnel under realistic operational pressures.



The use of Baofeng radios is subjected to rigorous assessment, examining their
performance in maintaining seamless communication across different levels of
command and operational units. The scenario explores various communication
models, from direct unit-to-unit communication to complex, networked exchanges
facilitated by the tactical operating headquarters, assessing the impact on operational
efficiency and mission success.

This simulation scenario, set against the backdrop of an Afghan village engulfed in
civil unrest, offers a comprehensive framework for training military forces in the
nuances of warfare. It highlights the importance of advanced communication tools
like Baofeng radios in enhancing the interoperability and effectiveness of coalition
and local forces. By integrating concepts such as the level of sign and line of sight,
the scenario provides a realistic and challenging environment for testing and refining
tactical and strategic approaches to security operations.

Through this immersive training experience, military personnel gain invaluable
insights into the dynamics of urbanwarfare, the intricacies of coalition operations, and
the critical role of communication in achieving operational objectives. The scenario
serves not only as a testbed for current tactics and technologies but also as a blueprint
for developing future strategies to navigate the complexities of conflict in urban
settings.

Using Simulations to Test and Refine
Communication Plans

A pivotal aspect of the operational scenario within this scenario - Afghan village -
encompasses the strategic deployment of communication assets, specifically focusing
on the identification of zones uncovered by radio communication. This section of
the simulation is dedicated to meticulously analyzing the communication network
facilitated by Baofeng radios and identifying strategic points for the placement of
additional antennas or repeaters to fortify communication lines. This exercise is not
only crucial for ensuring uninterrupted command and control communications but
also for enhancing the operational efficiency and safety of ground forces.

Identifying Communication Gaps

The first step involves a detailed mapping of the current communication coverage,
leveraging the simulation environment to identify potential gaps. These gaps represent
areas where radio communication is either weak or non-existent, posing significant
risks to operational integrity and unit coordination. The simulation employs
sophisticated algorithms to model radio signal propagation, considering factors such
as terrain elevation, urban structures, and natural obstructions.

Strategic Placement of Communication Assets

Upon identifying these communication gaps, the scenario progresses to determining
optimal locations for the deployment of additional communication assets. This



involves a tactical analysis of the terrain and urban layout, aiming to find elevated
or unobstructed areas that can serve as effective sites for antennas or repeaters. The
placement strategy is guided by the goal of maximizing coverage while minimizing
the vulnerability of these assets to enemy actions or environmental hazards.

Weather and Terrain Considerations

Weather and terrain play pivotal roles in the realistic simulation of communication
challenges. The simulation incorporates dynamic weather models to assess the impact
of conditions such as rain, fog, or sandstorms on radio signal strength and reliability.
For instance, heavy rainfall or dense fog can significantly reduce the effective range
of radio communications, necessitating adjustments in the operational plan or the
deployment of additional assets to compensate.

The type of terrain within the village and its surroundings also influences
communication strategies. The simulation differentiates between open desert areas,
rugged mountainous regions, and densely populated urban environments, each
presenting unique challenges for radio signal propagation. Urban structures, in
particular, can create ‘radio shadows’ where signals are blocked or significantly
weakened, highlighting the importance of strategic asset placement.

Adaptive Communication Networks

The ultimate aim of this simulation component is to establish an adaptive
communication network that can maintain robustness in the face of varying weather
conditions and challenging terrains. By simulating different scenarios, military
planners can identify critical points for the installation of communication assets,
ensuring comprehensive coverage across the operational area. This proactive
approach allows for the rapid reconfiguration of the network in response to changing
conditions or evolving operational needs.

This advanced section of the simulation scenario emphasizes the importance of a
resilient and adaptive communication network in the context of military operations
within complex environments like the Afghan village. By addressing the challenges
posed by uncovered zones, weather conditions, and diverse terrains, the simulation
provides invaluable insights into optimizing communication networks. The strategic
deployment of communication assets, informed by a thorough analysis within the
simulated environment, ensures that coalition forces, the ANA, and the ANPmaintain
a critical advantage in coordination and response capabilities, ultimately enhancing
the mission’s success and safety of all involved.

Analyzing Simulation Outcomes to Improve
Guerrilla Communication Strategies

In the shadowed corridors of guerrilla warfare, where stealth and cunning are as vital
as firepower, the ability to communicate effectively under the radar of conventional
forces can often tip the balance in favor of the insurgent. The comprehensive



simulation scenario set within an Afghan village, detailed in previous chapters, serves
not only as a testing ground for operational tactics and communication technologies
but also as a fertile field for analyzing outcomes to refine and improve guerrilla
communication strategies. This chapter delves into the analysis of simulation
outcomes, focusing on leveraging insights gained to enhance the efficacy of guerrilla
communication strategies in complex operational environments.

Simulation Outcomes: A Treasure Trove of Insights

The detailed simulation, incorporating elements such as weather and terrain variables,
and strategic deployment of communication assets, generates a wealth of data that,
when analyzed, can reveal profound insights into the effectiveness of current
communication strategies. Key outcomes include the identification of communication
gaps, the impact of weather and terrain on signal propagation, and the effectiveness
of improvised communication networks in ensuring cohesive guerrilla operations.

Identifying and Bridging Communication Gaps

One of the primary outcomes from the simulation is the identification of zones with
inadequate coverage—areas where guerrilla units might find themselves cut off from
crucial command and control communications. Analysis of these outcomes allows
for a targeted approach to bridging these gaps, be it through the strategic placement
of additional antennas, the adoption of alternative communication methods, or the
utilization of terrain features to enhance signal reach.

Weather and Terrain: Adapting to Environmental Challenges

The simulation’s incorporation of dynamic weather models and varied terrains
provides valuable insights into how environmental factors influence communication
reliability. By analyzing outcomes related to weather and terrain impacts, guerrilla
forces can develop adaptive communication strategies that mitigate these challenges.
For instance, understanding how heavy fog or urban structures affect radio signal
propagation can inform the development of contingency plans, ensuring that units
remain in contact even under adverse conditions.

Optimizing the Use of Baofeng Radios

Analysis of simulation outcomes offers the opportunity to optimize the use of these
radios - define the correct model used for this kind of scenario -, from fine-tuning
frequency settings to improve signal clarity to programming encryption keys that
enhance secure communication. Furthermore, the simulation can identify best
practices for radio use in guerrilla operations, such as the minimal yet effective
transmission techniques to avoid detection and interception by adversarial forces.



Strategic Placement of Communication Assets

The strategic deployment of communication assets, as informed by the simulation,
highlights the importance of leveraging terrain and urban structures to maximize
coverage and minimize vulnerability. Analyzing outcomes related to asset placement
allows for the refinement of strategies to ensure that these assets provide the necessary
support to guerrilla operations, enhancing the mobility and flexibility of insurgent
forces.

Developing Resilient and Adaptive Communication Networks

Ultimately, the analysis of simulation outcomes serves to guide the development of
resilient and adaptive communication networks that can withstand the pressures of
modern warfare. By understanding the strengths and weaknesses of existing
communication strategies, guerrilla forces can innovate and adapt, incorporating new
technologies, tactics, and operational concepts to maintain an edge over conventional
adversaries.

Verification, Validation, and Accreditation (VV&A) in Guerrilla
Warfare Simulations

The intricate nature of guerrilla warfare, with its emphasis on asymmetrical tactics,
stealth operations, and fluid communication strategies, necessitates a rigorous
approach to the development and implementation of simulation models. Verification,
Validation, and Accreditation (VV&A) processes are pivotal in ensuring that these
simulations accurately reflect real-world conditions, behaviors, and outcomes. This
chapter explores the crucial role of VV&A in enhancing the fidelity, reliability, and
applicability of guerrilla warfare simulations, ultimately contributing to the
refinement of tactics, techniques, and procedures (TTPs) for insurgent forces.

Verification: Ensuring Correctness in Simulation Models

Verification is the first pillar in the VV&A process, focusing on confirming that the
simulation model and its components have been correctly implemented according
to design specifications. In the context of guerrilla warfare simulations, verification
involves a meticulous examination of model algorithms, code, and interactive
functions to ensure they accurately represent the intended guerrilla tactics and
communication strategies. This includes checking for logical errors, consistency in
model behavior, and the correct implementation of environmental variables such as
terrain, weather, and urban infrastructure.

Validation: Reflecting Reality in Simulated Scenarios

Validation, the second pillar, seeks to ascertain that the simulation model accurately
reflects the real-world phenomena it intends to represent. For guerrilla warfare
simulations, this means ensuring that the model can replicate the complexities of



insurgent operations, including the dynamics of clandestine communication
networks, the impact of terrain and weather on tactics, and the effectiveness of various
countermeasures against conventional forces. Validation activities involve comparing
simulation outcomes with historical data, expert opinions, or results from live
exercises to evaluate the model’s realism and predictive accuracy.

Accreditation: Certifying Simulation Use for Operational Planning

Accreditation is the process by which a competent authority officially recognizes that
a simulation model is acceptable for a specific purpose or decision-making process.
In guerrilla warfare simulations, accreditation is vital for certifying that the model is
suitable for operational planning, training, and evaluation of communication
strategies. This involves a comprehensive review of the verification and validation
documentation, assessment of the model’s limitations, and an evaluation of how well
the simulation meets the requirements of the end-users, typically insurgent
commanders and tactical planners.

Challenges and Solutions in VV&A for Guerrilla Warfare Simulations

Conducting VV&A for guerrilla warfare simulations presents unique challenges,
including the difficulty of obtaining reliable data for validation purposes, the complex
and often clandestine nature of insurgent tactics, and the rapidly evolving
technological landscape that can render models obsolete. To address these challenges,
simulation developers and analysts employ a range of strategies:

• Engaging subject matter experts (SMEs) and veterans with guerrilla warfare
experience to provide insights and qualitative data for model validation.

• Utilizing open-source intelligence (OSINT) and military documents to gather
information on insurgent tactics and communication methods.

• Implementing adaptive and modular simulation architectures that can be
quickly updated to reflect new tactics or technologies.

Leveraging VV&A to Enhance Guerrilla Communication Strategies

The rigorous application of VV&A processes not only ensures the technical accuracy
and applicability of guerrilla warfare simulations but also provides a framework for
systematically exploring and refining insurgent communication strategies. By
identifying and addressing gaps in model fidelity, validating the effectiveness of
various communication tactics under different operational scenarios, and accrediting
the simulation for specific uses, VV&A contributes directly to the enhancement of
guerrilla forces’ adaptability and effectiveness in the field.

VV&A processes are indispensable in the development and utilization of guerrilla
warfare simulations, providing a rigorous framework for ensuring that these tools
accurately reflect the complexities of insurgent operations. Through thorough
verification, validation, and accreditation, simulation developers and users can ensure
that these models are reliable, realistic, and relevant for operational planning and
tactical training. The continuous improvement of guerrilla warfare simulations



through VV&A not only enhances the fidelity of simulated scenarios but also directly
contributes to the development of more effective and resilient communication
strategies for insurgent forces.

The meticulous analysis of simulation outcomes provides a critical foundation for
improving guerrilla communication strategies in the face of evolving operational
challenges. By leveraging insights gained from the simulation, guerrilla forces can
enhance their communication networks’ efficacy, resilience, and adaptability. This
continuous process of assessment and refinement ensures that guerrilla units remain
agile and elusive, maximizing their strategic advantages in the complex landscape of
modern conflict.

Maritime Operations and
Communication



In the vast and unpredictable marine environment, where the seamless integration of
operations and communication can mean the difference between success and failure,
the use of adaptable and robust communication devices becomes paramount. This
chapter delves into the critical role of Baofeng radios in enhancing maritime
operations and communication, underscoring their utility in ensuring efficient, secure,
and continuous communication channels among naval guerrilla forces and supporting
units.

Maritime operations, ranging from reconnaissance and surveillance to direct action
and logistical support, demand a high degree of coordination and situational
awareness. Baofeng radios facilitate this by enabling real-time communication
between vessels, between sea and land units, and among individuals within the same
vessel. The radios’ dual-band functionality allows for the segregation of navigational
and tactical communications, ensuring clarity and reducing the risk of
miscommunication in critical situations.

Maritime environments pose unique challenges to communication systems, including
signal attenuation bywater, interference frommarine and atmospheric conditions, and
obstacles posed by the terrain. Baofeng radios, with their adjustable power settings
and the ability to connect to external antennas, offer solutions to these challenges.
The use of higher power settings and specialized marine antennas can extend the
radios’ range, while the selection of appropriate frequencies minimizes the impact of
environmental interference.

Furthermore, the integration of Baofeng radios with other communication
technologies, such as satellite systems or encrypted messaging applications over
secure mobile devices, can create a hybrid communication network. This network
enhances redundancy, ensuring that maritime guerrilla units remain in communication
even if one system fails or is compromised.

In the context of maritime operations, Baofeng radios represent a critical asset for
guerrilla forces, offering a cost-effective yet highly adaptable solution to the complex
communication challenges presented by the marine environment. Their strategic use
enhances operational coordination, security, and effectiveness, ultimately
contributing to the success of guerrilla warfare efforts at sea. As maritime operations
continue to evolve, the role of versatile and reliable communication tools like Baofeng
radios will remain indispensable, underpinning the operational agility and resilience
of guerrilla units in the face of ever-changing threats and conditions.

Adapting Baofeng Radios for Maritime Use

Adapting Baofeng radios for maritime use involves several modifications and
considerations to ensure these versatile devices meet the unique challenges of marine
environments. While Baofeng radios are known for their cost-effectiveness and ease
of use on land, the maritime setting demands enhanced features like waterproofing,
corrosion resistance, and improved signal transmission over water.



• Waterproofing is the first and foremost requirement for any electronic device
used at sea. Baofeng radios, originally designed for terrestrial environments,
must be equipped with waterproof cases or coatings to protect against saltwater,
which can corrode standard electronics. Advanced waterproofing solutions,
such as submersible cases, ensure that these radios can withstand accidental
submersion, making them viable for operations on deck or during amphibious
activities.

• Corrosion resistance is another essential adaptation. Saltwater is highly
corrosive and can damage the internal components of radios not specifically
designed for marine use. Applying anti-corrosive coatings to the metal parts
and using materials that are resistant to saltwater can significantly extend the
life of Baofeng radios under harsh maritime conditions. Regular maintenance
and cleaning are also crucial to prevent salt build-up and corrosion over time.

• Signal transmission poses particular challenges over water, especially because
water surfaces can reflect radio waves, causing signal loss or degradation. To
combat this, Baofeng radios can be fitted with marine-specific antennas that
are designed to operate more effectively over the open water. These antennas
enhance the range and clarity of transmissions, crucial for maintaining
communication between vessels or between ship and shore.

Additionally, integrating Baofeng radios with existing maritime communication
systems can provide redundancy, ensuring that there are multiple ways to
communicate in case of an emergency. This integration allows for a seamless
transition between standard marine communication channels and Baofeng radios,
ensuring that all crew members can communicate effectively regardless of the
situation.

Strategies and Techniques for Marine
Communication to Avoid Piracy

Marine piracy remains a significant threat in many international waters, necessitating
robust communication strategies and techniques to enhance security and prevent
pirate attacks. Effective communication is crucial in identifying, reporting, and
responding to threats in real-time. Shipping companies, naval forces, and private
vessels use a variety of strategies and technological interventions to ensure secure and
continuous communication in the face of piracy.

• Use of Secure and Encrypted Communication Channels: to counter the threat
of interception by pirates, it is essential to use secure and encrypted
communication systems. Encryption protects sensitive information about
routes, cargo details, and crew composition from falling into the wrong hands.
Modern digital communication systems such as satellite phones and VoIP
applications equipped with end-to-end encryption can provide secure channels
for ships to communicate with each other and with shore-based operations
centers.



• Real-Time Monitoring and AIS Manipulation: Automatic Identification
System (AIS) is a tracking system used by ships and vessel traffic services for
identifying and locating vessels by electronically exchanging data with other
nearby ships and AIS base stations.While AIS is crucial for collision avoidance
and traffic management, during piracy threats, the manipulation or selective
broadcasting of AIS data can be used strategically to mislead potential pirates
about a ship’s actual location or status. However, this must be done judiciously
and in compliance with international maritime laws, as AIS manipulation can
also pose risks to maritime safety.

• Implementation of Ship Security Alert Systems (SSAS): SSAS is an anti-piracy
measure that allows ships to transmit a covert distress signal to a nearby
maritime rescue coordination center in case of a piracy attack. This system is
designed to alert authorities without alerting the pirates, enabling a swift
security response. Regular drills should be conducted to ensure all crew
members are familiar with the operation of SSAS and other emergency
communication equipment.

• Regular Updates and Communication with Reporting Centers: Vessels should
maintain regular contact with maritime security reporting centers such as the
UK Maritime Trade Operations (UKMTO) and the Maritime Security Centre
– Horn of Africa (MSCHOA). These centers offer real-time updates on piracy
threats and coordinate with naval forces in high-risk areas. Reporting regular
position updates, intended routes, and expected times of arrival at waypoints
can help these centers track vessels more effectively and coordinate responses
in case of an attack.

• Use of High Frequency (HF) Radio for Long-Distance Communication: HF
radios are capable of long-distance communication and less dependent on
terrestrial infrastructure, making them effective in maritime regions where
other forms of communication are unreliable. The use ofHF radios can facilitate
ship-to-ship and ship-to-shore communication over thousands of miles,
allowing vessels to remain in contact with each other and with authorities even
when out of range of cellular and satellite systems.

• Development of Crisis Communication Plans: Every vessel should have a
comprehensive crisis communication plan that includes protocols for internal
and external communications during a piracy attack. Such plans should outline
clear roles and responsibilities, in cluding who is authorized to communicate
with external entities such as media, families of the crew, and authorities.
Regular training on these protocols ensures that the crew is prepared to execute
the plan efficiently under stress.

• Community Reporting and Collective Communication: Building a community
among ships traveling through high-risk areas can enhance security for all.
Ships can communicate and report suspicious activities to each other using
VHF radio channels, creating a networked defense system where information
about potential piracy threats is shared in real-time. This collective vigilance
can deter pirates and aid in quick response strategies.

By integrating these strategies, marine operators can significantly enhance their
preparedness against piracy. The combination of advanced technology, tactical



communication practices, and continuous training ensures that vessels not only deter
piracy attempts but are also equipped to handle situations effectively should they arise.

Guerrilla Tactics: Real-World
Applications and Case Studies

In the shadowy and complex world of unconventional warfare, guerrilla tactics have
proven time and again to be powerful tools in the arsenal of smaller, less-equipped
forces facing larger, conventionally superior foes. This chapter, “Guerrilla Tactics:
Real-World Applications and Case Studies,” delves into the practical application of
guerrilla warfare strategies that have been successfully employed in various global
contexts. Through an exploration of real-world examples, this chapter aims to provide
a nuanced understanding of how guerrilla tactics are implemented, adapted, and



optimized depending on the specific challenges and environments faced by insurgent
forces.

Central to these guerrilla strategies is not only their tactical execution but also the
sophisticated use of communication to enhance coordination, spread propaganda, and
disrupt enemy operations. Effective communication within guerrilla operations can
significantly amplify their impact, turning what might seem like minor disruptions
into major psychological and strategic victories. The chapter integrates concepts of
communication, illustrating how guerrilla groups use both modern technologies and
traditional methods to maintain secrecy, coordinate complex operations across
dispersed networks, and engage with local populations.

Each case study in this chapter is carefully selected to highlight different aspects of
guerrilla warfare, illustrating how tactics such as ambushes, sabotage, political
mobilization, and the use of improvised technologies have been tailored to meet
specific operational needs and objectives. These narratives showcase the ingenuity
and resilience of guerrilla fighters and provide valuable lessons on the effectiveness of
asymmetric warfare strategies, particularly how they are communicated and executed.

This chapter also addresses the ethical and political dimensions of guerrilla tactics,
exploring the fine line between freedom fighters and insurgents, and the impact of
these operations on civilian populations and global politics. The real-world
applications presented here not only shed light on the military aspects of guerrilla
warfare but also on its broader implications for international security and
humanitarian law.

Whether you are a military enthusiast, a strategy scholar, or simply curious about the
underpinnings of one of the oldest forms of warfare, this chapter offers a thorough
exploration of how small forces continue to make significant impacts on the world
stage.

Historical Precedents: Guerrilla Communication
Success Stories

In the modern era, the Baofeng radio has emerged as a significant tool in guerrilla
warfare, renowned for its affordability, reliability, and ease of use. While not steeped
in the long history of traditional guerrilla communication tools, the Baofeng radio
has rapidly become a cornerstone in recent insurgencies and guerrilla movements
worldwide. Its success is predicated on its ability to provide effective communication,
which is vital for the coordination and execution of guerrilla tactics. This narrative
explores how Baofeng radios have been integrated into various contemporary
guerrilla operations, illustrating their impact and effectiveness.

Haiti earthquake

In the aftermath of the devastating 2010 Haiti earthquake, a critical need emerged for
effective sustainment communications to support recovery and relief efforts. The



earthquake caused widespread destruction, severely damaging infrastructure,
including communication networks, which were crucial for coordinating aid and
rescue operations.

Background

On January 12, 2010, a catastrophic 7.0 magnitude earthquake struck Haiti, centering
approximately 25 kilometers west of Port-au-Prince, the nation’s bustling capital. The
earthquake, which occurred at a shallow depth of about 13 kilometers, unleashed
massive seismic forces that instantly wreaked havoc on the densely populated urban
areas. In just moments, a substantial portion of the city’s infrastructure was decimated,
buildings were reduced to rubble, and vital services, including electricity and water
supply, were disrupted.

The seismic event was one of the most significant natural disasters in the history of
the Western Hemisphere, both in terms of its immediate impact and the prolonged
humanitarian crisis that ensued. Among the most critical challenges in the aftermath
was the complete collapse of the local communication infrastructure. Cell towers,
landline networks, and internet connections—already limited and fragile in many
parts of the country—were either severely damaged or destroyed. This breakdown
severely impeded the ability of emergency responders and aid organizations to
coordinate rescue and relief efforts, complicating an already chaotic disaster response.

As the dust settled and the magnitude of the disaster became apparent, it was clear
that tens of thousands of people were either dead or severely injured, with millions
more displaced from their homes. The destruction of communication infrastructure
left survivors cut off from outside help and unable to reach out to family members and
friends. Likewise, rescue teams and aid organizations found themselves operating in
an informational vacuum, struggling to assess the scope of the crisis, prioritize their
actions, and deploy resources where they were most needed.

The lack of communication capabilities became one of the defining challenges of the
initial response efforts. Rescue teams were often reduced to manually shouting orders
in the streets or relying on runners to relay messages between groups. The inability
to communicate effectively not only hampered rescue and medical efforts but also
led to significant delays in the broader international response, affecting everything
from the management of medical emergencies to the distribution of food, water, and
temporary shelter.

Development of a Sustainment Communication Network

Recognizing the urgent need for effective communication solutions, a coalition of
international aid organizations, along with Haitian government officials and
technology companies, moved quickly to establish a temporary communication
network. This network was primarily aimed at sustainment communication—
ensuring that all parties involved in the humanitarian efforts could coordinate
logistics, manage resources, and maintain morale.



The Radio Systems deployment by using the concept of Radio stations, both local and
makeshift ones set up by international teams, became a primarymeans of broadcasting
important information across the region. Radios helped disseminate messages about
where to find assistance, updates on relief efforts, health advisories, and other critical
information.

Impact

The sustainment communication network had a profound impact on the efficiency
of the recovery operations. Aid could be directed more effectively, and resources
could be allocated more efficiently, ensuring that help reached those in need swiftly.
Moreover, the network played a crucial role in maintaining the morale of both
survivors and aid workers. Being able to communicate with external loved ones and
within the community helped sustain spirits during the challenging recovery period.

The Haiti earthquake disaster exemplifies how essential sustainment communication
is in the wake of a major catastrophe. The quick establishment and adaptive use of
communication networks by various stakeholders underscored the importance of
communication in managing disaster responses. This case study serves as a vital
lesson in the importance of preparedness and the ability to swiftly implement robust
communication strategies to support all aspects of disaster management and recovery
efforts.

The Syrian Civil War

One of the most poignant examples of Baofeng radios in action can be seen in the
Syrian CivilWar. In this prolonged conflict, various factions have utilized these radios
to coordinate their forces across the rugged and often chaotic battle landscapes. The
simplicity and robustness of Baofeng radios enabled Syrian rebels to maintain
communication despite the severe disruptions caused by warfare and infrastructure
damage. For instance, during the Siege of Aleppo, rebel groups used these radios to
orchestrate movements and logistics, manage surveillance against advancing troops,
and execute coordinated attacks or retreats based on real-time information. The
radios’ ability to operate on both VHF and UHF bands provided flexibility in a
spectrum-congested environment, proving critical in the urban warfare settings
typical of the Syrian conflict.

Syrian Civil War Real situation

During a fierce skirmish near a strategic bridge on the outskirts of Aleppo, a rebel
unit found themselves unexpectedly pinned down by sniper fire. The unit, part of a
larger brigade tasked with holding key transit routes, suffered casualties, including
a critically injured soldier. The chaos of battle and the immediate need for medical
evacuation underscored the essential role of reliable communication.



Situation and Immediate Response:

The injured soldier required urgent medical attention, and the unit needed to secure a
safe evacuation route while under continuous enemy fire. The unit commander used
a Baofeng radio to contact their Tactical Operations Center (TOC) using a pre-
determined MEDEVAC report format, which was part of their standard operating
procedures under the PACE planning system.

Communications and Coordination:

Upon receiving the distress call, the TOCquickly relayed the coordinates and situation
details using the encrypted MEDEVAC frequency. The radio’s capability to switch
between VHF and UHF bands was instrumental, as it allowed communication despite
the spectrum congestion caused by multiple ongoing military operations in the area.

Execution of Evacuation:

Simultaneously, the TOC coordinated with a nearby unit that was equipped to handle
battlefield extractions. Using their own Baofeng radios, the rescue unit received
continuous updates on enemymovements and the safest approach routes to the bridge.
This coordination was facilitated by the robustness of the Baofeng radios, which
maintained signal clarity and reliability throughout the operation.

Outcome and Strategic Use of Infrastructure:

The injured soldier was successfully evacuated thanks to the precise and timely
communication between the units and the TOC. The rescue team used the bridge,
which was still under rebel control, to transport the soldier to a field hospital. Post-
evacuation, the unit used the Baofeng radios to coordinate with engineering teams to
assess the bridge’s integrity, ensuring it remained a viable asset for further operations
and logistics movements.

The Hong Kong Protests

The 2019 Hong Kong protests, also known as the Anti-Extradition Law Amendment
Bill (Anti-ELAB) Movement, erupted in response to proposed changes in extradition
laws, which would allow extraditions to mainland China. Triggered by a murder case
in Taiwan, the proposed bill was seen as a threat to Hong Kong’s judicial
independence under the “one country, two systems” framework established post-1997
when Hong Kong was handed over from the United Kingdom to China. The protests
were characterized by their decentralized, leaderless structure, primarily driven by
young residents and students, with broad societal participation. They feared the
extradition bill would expose Hong Kongers to China’s opaque legal system,
undermining the region’s autonomy and civil liberties. As tensions escalated, the role
of technology and media became central. Protesters extensively used radios not only
for coordination and communication among groups but also employed them to



intercept police communications. This tactical use of radios helped them stay a step
ahead in mobilizing andmanaging their movements across the city. Furthermore, they
leveraged radio broadcasts for propagating their messages and rallying support,
effectively using the medium to counteract government narratives and maintain
momentum in their civil resistance. The Hong Kong police were criticized for their
heavy-handed response, which included the use of tear gas, rubber bullets, and at
times, live ammunition. The international community largely expressed solidarity
with the protesters, heightening the global visibility of the movement. Despite the
eventual withdrawal of the bill, the protests underscored deep-seated concerns about
the future of Hong Kong’s freedoms and autonomy.

Ukraine conflict

During the ongoing conflict in Ukraine, the strategic importance of effective
communication cannot be overstated, particularly in light of the challenges posed by a
well-equipped Russianmilitary. In this high-stakes environment, Baofeng radios have
become an invaluable asset for Ukrainian volunteer battalions and territorial defense
brigades, proving to be a critical tool in their arsenal to resist the Russian advance.

Baofeng radios, known for their affordability and ease of use, have been extensively
utilized by Ukrainian forces, especially in the eastern parts of the country where the
conflict is most intense. These radios offer several advantages that are crucial in a
conflict zone. This has allowed for widespread adoption and immediate deployment
across various units, enhancing the cohesion and responsiveness of Ukrainian forces.

One of the key features of Baofeng radios that has been particularly useful is their
ability to be quickly reprogrammed. This flexibility allows Ukrainian forces to adapt
their communication frequencies and protocols as needed, a vital capability in the
face of Russian jamming efforts. By frequently changing communication channels
and using low power settings to reduce signal detection, these radios help maintain
the element of surprise and protect operational details from enemy interception.

Moreover, some models of Baofeng radios support the use of encrypted channels,
providing an additional layer of security. Encryption helps prevent Russian forces
from eavesdropping on strategic communications, preserving the integrity of tactical
plans and protecting the safety of units on the ground. This feature is critical when
coordinating movements across multiple brigades or when planning counteroffensive
actions, where secrecy is paramount. – normally these encrypted channels are not
used in organized structure because they are easy to be by-passed -

The practical application of Baofeng radios in Ukraine also extends to coordinating
humanitarian efforts, such as directing aid to civilians in besieged areas and
organizing evacuations. The radios’ robust build and long battery life make themwell-
suited for extended operations in harsh conditions, ensuring that communication lines
remain open even in the most adverse situations.

In summary, Baofeng radios have played a pivotal role in enabling Ukrainian forces to
conduct effective defense operations against Russian aggression. Through innovative
tactics facilitated by reliable and secure communications, these radios have



significantly contributed to the resilience and adaptability of Ukrainian fighters,
exemplifying how critical communication is to modern warfare resistance strategies.

The historical and ongoing use of Baofeng radios in guerrilla warfare and civil
resistance movements highlights their critical role in modern conflict scenarios. From
the deserts of Syria to the streets of Hong Kong and the vast landscapes of Ukraina,
these radios have proven to be an invaluable asset for traditional & non-traditional
forces facing off against more powerful enemies. The success stories of Baofeng
radios demonstrate that effective communication remains one of the most potent
weapons in guerrilla warfare, emphasizing that even low-cost technology can have a
profound impact on the outcomes of conflicts.

Tips, Consideration & Lessons Learned from Field
Operations

Guerrilla Sustainment Communication

For a commander, the primary concern is not merely combat but maintaining the
support of the local population. Guerrilla teams exist to undermine oppression and
injustice. Setting up Baofeng radios for this role is straightforward, as they serve as a
vital communication conduit when other options are unavailable.

Using directional antennas, one can quickly establish local area communications with
a simple standard SOI (Signals Operating Instructions). The initial step after
activating the antenna is to verify the physical reception distance. This involves
measuring the actual distance and checking it against a map. For example, a jungle
antenna might cover a range of 8-10 miles. Repeaters can be used to extend this range;
however, for sustainment communications, the scenario differs from tactical
operations where repeaters might often be compromised by the enemy, leading to a
reliance on HF (High Frequency) radios instead.

Baofeng radios can be dispersed throughout a community, creating a local network
that fosters goodwill among the populace. This network not only facilitates medical
aid where necessary but also enables the distribution of forces as required. Such a
setup ensures that communication remains a robust tool in the arsenal of guerrilla
warfare, enhancing the group’s ability to operate effectively and maintain essential
support within the community.

Guerrilla Tactical Communication

In this context, communication security (COMSEC) is paramount to maintaining
operational speed and the element of surprise. Undisciplined use of radio
communication can compromise both these critical aspects. The primary rule is to
minimize radio usage unless absolutely necessary. Tactical communication primarily
serves to coordinate maneuvers and fire, and to relay critical battlefield information.



Radios are essential during the patrolling phase for coordination purposes. Small
teams, often operating in dense vegetation, challenging terrain, or under the cover of
night, rely on radios to prevent friendly fire and support raids effectively.

When utilizing Baofeng radios in tactical roles, several best practices should be
observed:

• Keep Transmissions Brief: Use codewords to communicate efficiently and
concisely.

• Separate Frequencies: Always operate with separate receive and transmit
frequencies to enhance security.

• Reduce Power Levels: Lower the transmission power to the minimum level
possible to decrease the likelihood of interception.

• Antenna Management: Use a shortened antenna to further reduce the risk of
signal interception.

• Strategic Positioning: Avoid transmitting from the tops of hills or other terrain
features; instead, stay hidden in valleys to limit direction-finding capabilities.

• Frequency Band Selection: Choose the frequency band inversely suited to the
terrain tominimize transmission distance and reduce detectability. For instance,
use UHF in rural settings (despite it not being optimal for such environments)
and VHF in urban settings to restrict the physical reach of transmissions.

By adhering to these guidelines, tactical teams can maximize the effectiveness of their
communications equipment while minimizing the risks associated with electronic
detection and enemy interception.

In tactical operations, the Tactical Operations Center (TOC) plays a pivotal role in
coordinating activities and operations. Flexibility is crucial for the TOC, which must
not remain stationary for extended periods to avoid becoming a predictable target.
This mobility was exemplified in scenar ios like those in Iraq, where ground forces
often managed the TOC from their vehicles, adapting to the fluid nature of modern
combat.

A well-equipped TOC requires several critical components to function effectively:

• Communication Gear: Radios are essential for maintaining contact with teams
or maneuver elements in the field.

• Omni-directional Antenna: This type of antenna is used to extend the radio’s
range, ensuring that communication lines remain open across the broader area
of operations.

• Information Management Systems: A method for recording and displaying
reports is vital. This system allows for the real-time tracking of developments
and the efficient dissemination of orders and intelligence.

• Operational Maps: Detailed maps of the area of operations are crucial. They
help in planning and real-time decision-making, providing a spatial
understanding of the terrain and troop movements.

To support these operations, meticulous planning of Signals Operating Instructions
(SOI) and strict adherence to Communications Security (COMSEC) procedures are



imperative. These practices ensure that sensitive information remains secure from
interception and that the TOC can execute its role effectively without compromise.
The integration of these tools and procedures equips the TOC to manage the dynamic
requirements of tactical environments, making it a cornerstone of operational success.

Guerrilla Clandestine Communications

Clandestine communication often arises from tactical actions and is frequently the
result of directives based on gathered intelligence or as a response to a compromise.
This type of communication is utilized to relay critical information, structured
according to predefined report formats as discussed in the previous chapter. When
applied specifically to intelligence collection, these communications are termed
“Products.”

These transmissions are typically sent over longer distances within designated
communication windows, necessitating the use of a directional antenna to ensure the
clarity and reach of the signal. It is a standard operational security measure to ensure
that no radio transmissions originate from sensitive locations such as hide sites, patrol
bases, or safe houses. Instead, the transmission site should be located at least one mile
away from these locations to safeguard the security of the operation. This practice
was a standard procedure during the Cold War era and remains a fundamental aspect
of modern clandestine communication strategies. It ensures that operational bases
remain protected from enemy detection and attack, preserving the integrity and
success of covert operations.

General Tips

When examining the use of Baofeng radios in various field operations from the
mission preparation to the execution, several lessons can be distilled that are
invaluable for improving the efficiency and effectiveness of these devices in future
deployments. Here are the lessons learned from the practical application of Baofeng
radios in field operations:

• Scenario Simulation: Prepare the team in advance for the mission by simulating
realistic scenarios, taking in consideration patrolling phase, uncovered zones
and the weather – based on the scenario choose the right equipment -.

• Develop a Communication Plan: Establish a comprehensive communication
strategy that outlines the specific methods, channels, and protocols for
interaction among team members. This plan should include primary and
secondary communication tools, contingency procedures for communication
failures, and clear guidelines on the frequency and type of updates required
during various phases of a project or operation. Ensure that all team members
are familiar with the plan and trained on the tools and procedures to enhance
coordination and response times effectively. Additionally, regularly review and
update the communication plan to adapt to new technologies, team changes, or
evolving operational requirements.

• Centralize Focus on the Team Leader: Direct primary attention and
communication through the team leader rather than dispersing it across all team



members. This approach streamlines decision-making and ensures that
instructions and feedback are coordinated through a single, authoritative
source, enhancing clarity and reducing the potential for miscommunication.

• Frequency Flexibility: Always take advantage of the dual-band capabilities of
Baofeng radios to switch frequencies based on operational needs and
environmental conditions.

• BatteryManagement: Regularly check and replace batteries as needed to ensure
communication is not lost at critical moments.

• Programming Skills: Ensure that all operators are proficient in programming
the radios, as this allows for rapid changes to frequencies and other settings in
the field.

• Encryption Practices: Utilize available encryption tools and understand their
limitations tomaintain operational security –DONOTUSETHESTANDARD
ONES -.

• Repeater Use: Implement portable repeaters in operations spanning larger areas
to enhance the radio’s range.

• Securing Communications: Develop and use code words and other secure
communication protocols to prevent enemy interception.

• Minimal Transmission: Encourage minimal radio use to reduce the chances of
detection by hostile forces.

• Regular Testing: Conduct regular field tests to ensure all radios and accessories
function properly under different environmental conditions.

• Emergency Channels: Always have designated emergency channels
programmed and known to all team members.

• Training Consistency: Consistently train new team members on the effective
use of Baofeng radios to maintain operational efficiency.

• Interference Awareness:Monitor for and adapt to radio interference or jamming
by hostile forces.

• Maintenance Routine: Establish regular maintenance routines to check and
service radios and their components.

• Operational Range Testing: Test radios in the field to establish real-world
operational ranges under various conditions.

• Accessory Compatibility: Ensure compatibility of accessories, such as
microphones and headsets, which can vary in quality and impact performance.

• Weather Proofing: Invest in waterproof bags or cases to protect radios from
water and dust in harsh environments.

• Quick Reference Guides: Provide laminated quick reference cards for field
operators to troubleshoot or configure radios on the fly.

• Redundancy Plans: Always have backup radios and parts like batteries and
antennas to ensure continuous operation.

• Field Repair Kits: Develop and distribute field repair kits including essential
tools and spare parts for emergency repairs.

• Feedback Mechanism: Implement a feedback mechanism for operators to
report issues and suggest improvements based on their experiences.

These lessons, drawn from the deployment of Baofeng radios in various field
operations, highlight the importance of preparation, training, and adaptability in
utilizing communication equipment effectively in military and tactical environments.



Each lesson contributes to building a more robust and effective communication
strategy, ensuring that teams are better equipped and more responsive during
operations.

Conclusion

In conclusion, “The Baofeng Radio Guerrilla Tactics” offers an exhaustive insight
into the transformative role of communication in the fabric of modern guerrilla
warfare. Throughout the pages of this book, we have meticulously unpacked the
dynamic capabilities of Baofeng radios, underscoring their critical value in a spectrum
of challenging environments. From the urban chaos of civil protests to secluded
military zones, the adaptability and resilience of these radios come to the fore, proving
indispensable in both conventional and unconventional warfare scenarios.

The technical sections of this book provide a deep dive into the setup, optimization,
and tactical deployment of Baofeng radios. Readers have been equipped with the



knowledge to encrypt communications and implement stringent security protocols,
essential for maintaining the sanctity and flow of strategic information. The
operational guidance detailed herein—ranging from command center operations to
frontline combat communications—emphasizes a continuous and secure link, pivotal
for the success of any mission.

Moreover, through vivid case studies and real-life applications, this guide illuminates
the profound impact that adept communication management can have on guerrilla
operations. These narratives not only demonstrate the necessity of robust
communication networks but also illustrate how strategic ingenuity in harnessing
simple technologies like the Baofeng radios can significantly bolster a group’s
operational leverage against better-equipped adversaries.

This book also challenges readers to rethink and reshape their understanding of
communication within the warfare context. It delves into the intricacies of
communication maturity models, urging guerrilla groups and tactical teams to elevate
their communicative prowess. The goal is to evolve from basic operational
communication to sophisticated, encrypted, and highly adaptable communication
systems that can decisively influence the outcomes of conflicts.

As you reflect on the insights and strategies shared in this book, I challenge you to
apply these lessons to enhance your own tactical approaches, also in everyday life
scenarios. Think of this not just as mastering a tool but as embracing a philosophy of
adaptability, innovation, and resilience in the face of adversity. Howwill you leverage
the capabilities of Baofeng radios to stay one step ahead in your tactical endeavors?

Remember, the essence of modern conflict resolution lies not merely in the tools we
wield but in our ability to adapt these tools to our strategic advantage. With “The
Baofeng Radio Guerrilla Tactics” as your guide, you are more than equipped to
anticipate challenges, adapt your strategies, and achieve decisive victories in any
scenario. Embrace the challenge, and transform your tactical communications into
your most powerful asset in warfare.

APPENDIX: Additional Resources

To further enhance your understanding and application of the concepts discussed in
this book, we have compiled a comprehensive appendix that includes additional
materials, detailed examples, and extended case studies. These resources are designed
to provide you with practical tools and deeper insights into the strategies and practices
that are essential for mastering guerrilla tactics and communication systems.

We encourage you to utilize these materials to expand your knowledge base and apply
what you’ve learned in real-world scenarios or simulations.



How to get the download:

To download the appendix, please Email us directly at:

info@taronegroup.com

With this Code: BAOGUETA

You’ll receive the link to a secure download page where you can access the materials.

The appendix is formatted in a user-friendly manner, allowing you to easily navigate
through the additional content and integrate this information with the main topics
covered in the book.

Thank You for Your Interest!

We appreciate your interest in expanding your knowledge and skills through the
supplementary materials provided. The appendix is designed to be a valuable tool in
your educational journey, offering additional content that aligns with the strategies
discussed throughout this book.Whether you are a student, professional, or enthusiast
in the field of tactical communications, these resources are tailored to support your
growth and proficiency.
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